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Introduction 



RocketVault™ is designed to deliver enterprise-caliber network back-up and 
archiving services to small- and medium-sized business and branch/ remote 
offices. 

RocketVault is a disk-based backup and archiving appliance that includes all the 
hardware, software and backup solution integrated in a single unit. Data on a LAN is 
backed up and stored locally and remotely. 

INTRADYN has developed robust, proprietary software, a high-performanceoperating 
system, and high-performance hardware pre-configured to eliminate integration time. 

The unique features and specification of RocketVault together with its low cost of 
ownership make it perfect choice for small- and medium-sized businesswheresimplicity 
and cost are critical factors. 

Who Should ReadThis User's Guide 

This Manual is intended for the user(s) who will be responsible for setting up and 
configuring RocketVault. The user's guide will give you detailed information about 
RocketVault, and step-by-step instructions for setup and configuration. 
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Console Management 



RocketVault is managed by a browser-based user interface. T he user interface is also 
referred to as the Console or RocketControl ™ . Y ou can customize the security level and 
user administration and upgrade of the user interface from Console M anagement. 

Security 

There are two security features for the Console: 

• IP Access Control 

• Authentication 
IP Access Control 

T he M anagement Console can be configured to deny or allow access only from certain I P 
addresses using this page. Hostnames (like foo.bar.com) and IP networks (like 10.254.3.0 
or 10.254.1.0/ 255.255.255.128) can also be entered. 

You should limit access to your server from trusted addresses, especially if it is accessible 
from the I nternet. 0 therwise, anyone who guesses your password will have complete 
control of your system. 

Authentication 

When enabled, password timeouts protect your M anagement Consoleserverfrom brute- 
force password cracki ng attacks by addi ng a conti nuously expanding delay between each 
failed login attempt for the same user. 

When session authentication is enabled, each logged- in user's session will be tracked by 
the Management Console, making it possiblefor idle users to be automatically logged out. 
Be aware that enabling or disabling session authentication mayforceall users to login 
again. 

Account Management 

You can create a new user who can log into this Console using a user name and 
password. This will bestow only the privilege to view the Rocket M anagement tab. 
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Upgrade 

You can use this tab to upgrade your Console. 




Managing RocketVault 



You can perform system tasks from this tab, which controls three different system 
functions: 

Shutting down RocketVault 

To shut down RocketVault, go to the navigation tree, click System, and then click 
Bootup and Shutdown. 

0 n theBootup and Shutdown page, click "Shutdown System" to immediately shut 
down RocketVault. All services will be stopped, all users disconnected, and the system 
powered off. 

Rebooting RocketVault 

To reboot RocketVault, go to the navigation tree, click System, and then click Bootup 
and Shutdown. 

0 n theBootup and Shutdown page, click on "Reboot System." All currently logged- 
in users immediately will be disconnected and all services re-started. 
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Configuring for Mail Settings 

The system sends status emails to the administrator. To do so, it needs such information 
as administrator email, mail server name, etc 



• This information can be changed any time 
without affecting archiving or asynchronous 
replication. 

• You can return later to complete this 
information. 



To setup mail on RocketVault™ , go to the navigation tree, click System, and then click 
Mail Configuration. 

Complete the fields on Mail Configuration page as follows: 
Field Description 

Administrator email The email address of the administrator. This is where the 

system will send the email regarding its status 

✓ Example: admin@ companyx.com 

Mail Server TheSMTP server name. This istheserverthat will beused 

by the system to send outgoing emails. 

^ Example: mail.companyx.com 

Domain Name Thedomain name. This is the domain that will beused in 

the "From:" line of the email sent by the system. This is 
required to makeaqualified return email address. E mail may 
not be forwarded if the return address is not qualified. 

^ Example: companyx.com 



Clic king Verify 

When "Verify" is pressed, the system will send an email to the"Administratoremail" 

without saving the configuration. 

You can either save the configuration after verifying or re-enter a different configuration. 
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Clicking Save 

When "Save" is pressed, the system will save the configuration. 

®° If you know the information you are entering is correct, you can bypass the verify 
step and save the information directly. 

Verifying Mail Settings 

RocketVault has sent an email to the address shown on the screen, using the mail 
configuration entered on the previous screen. 

Click Yes if you have received the email or would like to save without waiting to receive 
it. 

Click No if you have NOT received the email and would like to re-enter the mail 
configuration. 

Mail Setting Errors 

Error Message Problem Solution 



Administrator email 
address 



Mail Server can not be 
empty 



Domain N ame can not 
be empty 



E mail address not entered 



Mail Server not entered 



D omain N ame not entered 



Click browser back button 
and enter a valid email 
address 

Click browser back button 
and enter a valid SMTP 
mail server 

Click browser back button 
and enter a valid domain 
name. 



Setting System Time 

To set up time on RocketVault, go to the navigation tree, click System, and then click 
System Time. 

& M ake sure no archive is in process. 

System Time: 

1. Use the drop-down menus to select the date and type for System Time. 

2. Click Apply. 

3. You can come back any time to complete this information. 
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Hardware Time: 

1. Click " Set hardware time to system time. " 

&You can use the drop-down menu to set up the time and click "Save". It is 
recommended that you use the" Set hardware time to system time" button to 
synchronize system and hardware time 

Time Server 

1. Type the host or the address of the N TP server in field "H ost/ Address". 

2. Click on "Sync system time". 

3. Click on "Sync system time/ Sync hardware time". 
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Preparing RocketVault™ for 
Archiving and Asynchronous 
Replication 

This chapter file will give you detailed information on how to set up a group and answer 
related questions. G roup setup is the first step in preparingRocketVaultforarchiving 
and asynchronous replication. The following questions are answered in detail in this 
chapter. 

1. What is a Windows Share? 

2. What is a G roup? 

3. H ow does one set up a G roup? 

4. H ow does one add Shares to the G roup? 

5. H ow does one delete a Share from a G roup? 

6. How does one delete a G roup? 
What is a Windows Share? 

M icrosoft's operating systems (95/ 98/ NT/ 2000/ XP) allow sharing an ordinary folder 
among computers (e.g. servers, desktops, or laptops) across a local area network (LA N ). 

A W indows Share is an ordinary drive or folder that has its sharing property turned on. 
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Explanation: Windows Sharing enables visibility of a 
drive or folder to a user on the LA N (theRocketVaultis 

one such user). Having a "U serid" and "Password" for a 
drive or folder offers an extra layer of protection and 
privacy, preventing others on the LAN from having 
unlimited access to those Shares. 

For a folder on a computer (server, desktop or laptop) to be achivable by the 
RocketVault, a modest amount of prep work needs to be completed. The folders and 
files you wish to archive must be RocketVault Ready. This means computer drives, files 
and/ or folders are Share-enabled (sharing is turned on), read/ write privileges are 
activated, and they have valid Share names that are 12 characters or less (no spaces or 
underscores). I f you are unsure about the readiness of your Shares, you can go to those 
computers individually, enablesharingand read/ write privileges, and create share names 
for each one that you intend to archive. 

If you wish to avoid linking to M icrosoft'sH elp page, you can usetheMyComputer 

application from the Start menu or the Windows Explorer program located in 
Accessories. 

• To open Windows Explorer from the desktop, click Start, point to All Programs, 
point to Accessories, and then click on the Windows Explorer icon. 

• To change the name of your folder on the network, type a new namefor your folder 
in the Share name text box. 

& This will not change the name of the folder on your computer. 

We highly recommend that any Share you create include a U ser I D and Password, since it 
is openly viewable throughout the LAN without permissions- based access. (Your 
Windows operating system version may not support Share authentication.) 

What is a Group? 

A Group is a collection of Windows Shares that can manage several Shares easily. A 
G roup can have one or more Shares from one or more LAN systems. 

Throughout RocketVault you will be working with G roups - scheduling G roups, 
restoring from G roups, etc. 
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How to set up a Group? 
Steps Instructions 



Step I Click on the "Add Group" button. This will take you to the "Add 
Group" page 



Step II Type a name in the "Group N ame" field. 

If you want to create a separate G roup for the accounting department, 
give it a name like "A ccounting". 

If you want to create a group that only includes files and folders that 
would be needed in the event of a disaster (and you intend to send them 
to an off-site location using RemoteVault AES™ ), give it a name like 
"D isasterR ecovery". 

You have the option to add a G roup description in the field "Group 
Description". 

✓ Example, "A II theaccounting machines" or "A II thefiles necessary to be 
at an off-site location in the event of disaster." 

Y ou also have the option to encrypt an archive onto the LocalV ault itself. 
This election requires checking the box to the right of " E ncrypt" 



Step III Click on the" Continue" button. This will take you to the "Add Group" 

page where you are provided the option to continue to thenextstep in the 
set up process by adding shares to the group. 

You can now begin adding shares to this group by clicking on the 
* " Add Share(s) " hyperlink. 



Note: A Iternativdy, the G roup you created can be viewed on the "Group 

Management" page by first clicking on the 5 * " Setup " hyperlink on the 
RocketControl management tree di rectly under RocketM anagementand then 
dick ing on the "Group Setup" icon. 
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How to add Shares to the Group? 

& Repeat these steps for each computer you want included in a G roup. 

^ Shares that are preceded with this image do not meet the RocketVault's required 
Share name format. 

Steps I nstructions 

Step I 0 nee you have created a G roup, it has been added to the list on the 
"Group Management" page. 

You arrived at the " Share M anagement" page by either cl icki ng on 

the ^ " Add Share(s) " hyperlinkthatfollowed creatingaG roup or by 
clicking on the "Add/ Delete Share(s)" link on the "Group 
M anagement" page corresponding to theG roup to which you want to 
add Shares. 

Step II C I ick on the " Add Windows (cifs) Share" button. T his will takeyou to 
the " N etwork T ree" page. 

&The" N etwork Tree" page displays all the computers on your network 
that has W indows N etwork ing available (N etBIOS enabled.) 

Step III Click on the "COMPUTER NAME" link you want to archive. 

£7 If the COMPUTER NAME link you've clicked on is secure, 
RocketVaultwillask for the " U serlD " and "Password" to gain access. 

T he " Share L ist" page I ists the avai lable shares that can be archived. 

&This page lists the available share(s) that can be archived. 



Step IV On the "Share List" page,youcanselecttheSharesyouwishtoarchive 
by checking the available boxes along the left column. 

®° I f the U ser I D and P assword for all theShares is thesame, check thefirst 
row check box " U se default user and password for all shares." 

F ill in the U ser I D and Password. (A Iternativdy, you can fill in theU ser 
ID and Password for each share selected.) 

After you have selected the Share(s) you want to archive and provided 
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the User ID and Password information, click on "Add Share(s)". 

& A fter you dick on "Add Share(s)" , RocketVault will verify that it 
has correct access to all the S hares selected for archiving. (Clicking "Add 
Shares(s)" twice will generate an error message) 

Once you are finished adding G roups (and Shares to those G roups), 
you are done with the initial setup and can move onto Scheduling. Click 
the "Schedule" page located on the navigation menu (leftside) under 
the "Rocket Management" folder. 

0 r by clicking on Schedule" at the bottom of the screen. 
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How to delete a Share from a Group? 

WARNING: IF YOU DELETE A SHARE FROM A GROUP, ALL OF THE 
ARCHIVESON LOCALVAULT™ FORTHATSHARE WILL BE LOST AND 
UNRECOV ERABLE. 



Steps I nstructions 



Step I Locate the G roup on the "Group Management" page in which the 
Share resides. 

Step II Click on " M anage Shares" to go to the " Share M anagement" page. 

Step III Click on the"trash can" icon inthe"delete"columncorrespondingto 
the Share. 

Step IV Click on " DeleteClient".Thiswill deletetheconfiguration information 
and archives found on the RocketVault™ for that Share. 



How to delete a Group? 

WARNING: IF YOU DELETE A GROUP, ALL OF THE ARCHIVESON 
LOCALVAULT™ FOR THAT GROUP WILL BE LOST AND 
UNRECOV ERABLE. 



Steps I nstructions 



Step I L ocate the G roup you want to delete on the " G roup M anagement" 

page. 

Step II Click on the 'trash can" icon in the "Delete Group" column 
corresponding to theG roup. This will take you to a verification page. 

Step III If you also want to delete SyncDR™ and the RemoteVault AE S™ 
archive, click on "Delete Group". This will delete the Group, its 
relevant configuration information, and its archive on the RocketVault 
It will also delete the SyncDR™ and RemoteVault A ES™ archiveif 
either or both of these boxes are left checked. (T hedefault settings for 
this action has both of those boxes checked; those boxes must be 
individually clicked on to uncheck [deselect] them.) 
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Master Key Setup 

A M aster key is used to encrypt an archive for LocalVault or off-site storage with a 
randomly generated encryption key. Theencryption software internally hashes the Master 
Key into a 256-bit key. 

The M aster K ey is then used to encrypt an archive before the RocketVault sends the 
archive off-site or saves them on LocalVault. 0 nee the M aster K ey is set up, it cannot be 
changed. You will be able to come back and view the Master Key. It is highly 
recommended that your M aster key be a long alpha-numeric key. 

& Note:Y ou mayor may not need to setup the M aster Key for L ocalV ault. If you would 
like to encrypt the archives on L ocalV ault than you need to setup the M aster Key. 

Guidelines for creating the Master Key 

1. Use both alpha and numeric [0,1,. ..9] characters. 

2. Use both lower case [a,b,..z] and upper case [A, B,...Z] characters. 

3. T he M aster K ey should be at least 10 characters. 

4. It is highly recommended that the length of Master key be more than 20 
characters. 



Sample Master Key Example 

H ere is a sample key that is easy to remember and difficult to break. 



1 nstruction 


Key 


Start with a sentence: 


1 am creating master key for remote archiving 


Remove spaces and insert U pper 


lamCreatingMasterKeyForRemoteA rchiving 


case 




Change all the occurrences of 


IA3Creating3asterKeyForRe3oteA rchiving 


"m" with "3" 




Change all the occurrences of 


IA3Cr8ating3ast8rK 8yForR83ot8A rchiving 


"e" with "8" 
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"e" with "8" 

Finally, the master key is I A3Cr8ating3ast8rK8yForR83ot8Archiving 



WARNING: DO NOT USE THIS SAMPLE ASYOUR MASTER KEY! 

You can use the above process to create a M aster K eythat is very difficult to break but 
will be easy for you to remember 

It is recommended that once you create the M aster K ey, you write it down and keep it in 
a safe place 



16 




SyncDR™ location Setup 



SyncDR™ Remote Server is where your Groups will be stored off-site. Address 
information should be supplied by your service provider. Your RocketVault may be 
preconfigured with this information. 

& SyncDR™ Location Setup is only required if you intend to use asynchronous 
replication of files remotely. 

How to set up SyncDR™ Remote Location 

SyncD R™ Remote Location is a remote storage site (such asrocketvault.net) in which 
you you've arranged to store synchronized versions of your G roup Share(s) and files. This 
page's purpose is to verify and save the location and authentication information about 
that designated remote location. Before saving the information, RocketVaultverifiesthat 
all the configuration information about the remoteserver you provide iscorrect and that 
the remote server is able to accept synchronized G roup Shares. 

E nter the following information into the page, then click "Save & Verify". 



Field Description 



Location The location is typically formatted likeaURL.Thisis nameof the 

SyncDR™ Remote Server. 

^ Example: archive.remotevault.net 

Username This is the Username configured on the SyncDR™ Remote Server 
for authentication. 

Password This is the Password configured on the SyncDR™ Remote Server 
for authentication. 

Verify & Save The "Verify and Save" will check the connection, authentication 
and synchronization tests. 
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I f any of the tests f ai I , the SyncD R ™ Remote Server i nf ormatio n is 
not saved. 



Errors 

If you receive an E rror when trying to "Verify and Save": 

• M ake sure you entered the information correctly. 

• Try again with correct information. 

• Contact the SyncD R ™ Remote Server service provider and confirm that you 
have the correct information. 

• M ake sure the SyncD R ™ Remote Server service provider has configured this 
information on the SyncD R ™ Remote Server. 

• Make sure you can "ping" the SyncD R Remote location. If you can not ping 
RocketVault will not be able to verify that the SyncD R Remote Location isvisible 
on the network and will hang for the reply. 
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RemoteVault AES™ Location 
Setup 

M aster key and remote location must beset up for Remote vaulting. M aster Key setup is 
explained in the previous chapter and remote location setup isexplained in detailed in this 
chapter. 

RemoteVault A E S™ is the off-site location whereyour encrypted archives will bestored. 
Address information should be supplied by the service provider you've selected for off- 
site archive server storage. Your RocketVault may be preconfigured with this 
information. 

How to Setup Remote Location 

The Remote Location Setup page lets you enter the location and authentication 
information. It will verify that your configuration is correct for remote archiving on 
RocketVault and RemoteVault AES™ . 

& Location and authentication information for the RemoteVault AES™ is 
provided by your service provider. 



Field Description 



Location T he location istypically formatted likea U R L . Thisisthename 

of the RemoteVault AES™ Server. 

✓ Example: archive.remotevault.net 

Username This is the Username configured on the RemoteVault AES™ 

Server for authentication. 

Password This is the password configured on the RemoteVault AES™ 

Server for authentication 
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Server for authentication 

Verify & Save Thischeckstheconnection, authentication and remotevaulting 
tests. 

I f any of the tests fail, the RemoteV ault A E S™ information will 
not be saved. 



Erro rs 

If you receive any errors when trying to "Verify and Save": 

• M ake sure you entered the information correctly 

• Try again with correct information 

• Contact the RemoteV ault AE S™ service provider and confirm you have the 
correct information 

• Make sure the RemoteV ault AES™ service provider has configured this 
information on the RemoteV ault A E S™ Server 
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Scheduling for Local Archiving, 
Remote Archiving, and 
Asynchronous Replication 



The RocketVault provides three (3) distinct scheduling features: LocalV ault™ , 
RemoteVault AES™ , and SyncD R™ scheduling. Each is explained in detail in this 
chapter. 

• LocalVault™ is the archive that resides on the RocketVault. 

• RemoteVault A E S™ is the archive that resides at a remote location. 

• SyncD R™ is the synchronized data that resides at a remote location. 



& Before you can schedule the RemoteVault AES™ , you need to have already 
scheduled LocalVault™ archiving. 

LocalVault™ 

After you have completed the G roup setup, the next major step is to determine an 
archive schedule. You can schedule RocketVault to archive a G roup to LocalVault™ 
from the "Scheduler - Local Vault" page. TheG roup(s) created will be visible. 

If the G roup you created does not appear on the "Scheduler - Local Vault" page, 

chances are you did not add any Shares to your G roup for 
archiving. A n empty G roup appearing on this page might 
mislead you if you were permitted to schedule an archive. 
An empty G roup has nothing to archive. Return to G roup 
Setup and add Shares to this G roup in order to schedule 
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archiving. 



U nder each G roup Name is written "Daily", "Weekly" and "Monthly", denoting the 
distinct archiving methods the RocketVault can perform. 

TheScheduler will tell you which archiving method is selected by changing the text from 
"NOT SCHEDULED "to "SCHEDULED" 

1. What is Daily? 

2. What is Weekly? 

3. What is Monthly? 

4. How to Schedule Daily? 

5. How to Unschedule Daily? 

6. How to Schedule Weekly? 

7. H ow to U nschedule Weekly? 

8. How to Schedule Monthly? 

9. How to Unschedule Monthly? 
What is Daily? 

"Daily" is the most intelligent method of RocketVault archiving. 

S Example: A Group named "D isasterR ecovery" has 10 Shares from multiple 
computers. 

Assumptions:! he "D isasterR ecovery" group is scheduled to do archiving every business 
day of the week (i.e. Monday-Friday) with a "Retention Period" of 2 weeks. 

H ow it works: RocketV ault's algorithms estimate and analyze the size of all the Shares 
and generate decisions regarding which Shares require full archives and which require 
incremental archives. 

Main Benefits: 

• No need to plan and remember when to do full versus incremental archives for 
each Share. 

• No need to remember and review data growth projection changes for Shares. 
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• No need to recalculate a new archive scheme as Shares are added. 

• No need to plan and remember when to remove a Share. 

• E ach day the " D aily" archive method esti mates and analyzes the growth trend 
and delta in archive size, then re-plans the required archiving for the day. 

• Astime progresses, Daily archiveestimation history grows and decision-making 
improves. 

• With the "SyncDR™ " of 2 weeks, RocketVau It can recover archived filesand 
folders from any time during the previous 2 weeks. 

• Daily archive easily and rapidly draws from multiple archives when creating a 
restore Share. 

• D ata iscompressed on theRocketVaultto maximizediskusagefor datastorage. 

Important: When determining the number of "Daily" archives you desire to reside on 
the L ocal V ault™ , co nsider the amount of disk space that wi 1 1 be consumed over ti me to 
meet that retention period. 

✓ Example, if your "Daily" archive is "2 Gigs", then 10 "Daily" archivestypically 
consist of 2 full and 8 incremental. 

An average "Daily" uses up about 30% the size of a full backup in storage space. 

I n this example, that amounts to "6 G igs" of disk space (2 x 10 x .3 = 6) before the oldest 
"D aily" archive is discarded from storage. 

What is Weekly? 

"Weekly" performs full archives every seventh day. 

To understand weekly, expand the example from "D aily" archiving ("What is D aily?"). 
Thetwo-week retention period scenario offered the user the ability to rebuild Shares at 
any time from the Daily archives retained on the RocketVaultover the two weeks. 

Byalso performing a "Weekly", the user has theadded ability to rebuild aShare to apoint 
in time prior to the oldest "Daily" archive. A user can rebuild a Share to the way it looked 
at the end of a week. 

To continuethis example, Weekly is scheduled to run every Saturday and the "Retention 
Period" issetto 5 weeks. This providesfull archiveson the LocalVault™ forthepast5 
weeks, enabling the user to rebuild a complete Share or even find a single filefrom those 
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"Weekly" archives. ("Daily" already offers the ability to rebuild acompleteShareorfind a 
single file version for any day during the past two weeks.) 

Important: When determining the number of "Weekly" archives you desire to resideon 
the L ocal V ault™ , consider the amount of disk space that will be consumed over time to 
meet that retention period. 

✓ E xample, if your "Weekly" archive is "2 G igs", then 5 "Weekly" archives (plus 
the "just-in-case" copy the RocketVault retains) will use up "12 Gigs" of disk 
space (2x6= 12) before it discards the oldest "Weekly" archive from storage. 



What is Monthly? 

"Monthly" performs full archives on a monthly basis. 

To understand Monthly, expand the example from "Daily" and "Weekly" archiving 
(" W hat i s D ai I y?" an d " W h at i s W eek I y?" ) seen ar i o s offered users th e ab i I i ty to reb u i I d 
Shares at any point in time from the "D aily" and "Weekly" archives retained on the 
RocketVault over the two and five weeks, respectively. 

By performing a "Monthly", the user has the added ability to rebuild a Sharefrom a point 
in time prior to the oldest "Weekly" archive. A user can rebuild a Share to the way it 
looked at the end of the month or any other M onthly date. 

To continue theexample, schedule a "Monthly" run on thefirst day of every month. The 
"Retention Period" issetto 12 Months. This provides full archives on the LocalV ault™ 
for the past 12 M onths, enabling the user to rebuild a complete Share or even find a 
singlef ilefrom those"M onthly" archives. ("Daily" and "Weekly" already offer the ability 
to rebuild a complete Share or find a singlefile version for any day during the past two 
weeks or any week during the past 5 weeks, respectively.) 

I mportant: When determining the number of "M onthly" archives you desire to resideon 
the L ocal V ault™ , co nsider the amount of disk space that wi 1 1 be consumed over ti me to 
meet that retention period. 

✓ E xample, if your "M onthly" archive is "2 G igs", then 12 "M onthly" archives 
(plus the " just-i n-case" copy the RocketVault retains) will useup "26 G igs" of disk 
space (2 x 13 = 26) before it discards the oldest M onthly archive from storage. 

How to Schedule Daily? 
Steps Instructions 



Step I Locate the Group you wish to have 'Daily" archives on the 

"Scheduler - Local Vault" page. 
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Step 1 1 



Step III 



Step IV 



StepV 



Step VI 



Clickonthe"NOT SCH EDU LED" link correspondingto "Daly". 
This takes you to the "Daily Scheduling" page. 

I f the link instead shows " SC H E D U L E D ", the D aily archiving has 
previously been scheduled. 

If you wish to change the current "Daily" schedule for this G roup, 
click on the " SC H E D U L E D " link and reschedule " Daily" archiving 

&A Iteri ng a schedul e wi 1 1 not change prior archive files; only futureones. 

0 n the " D aily Scheduling" page, check the boxes corresponding to 
the days of the week on which you want archiving to occur. 

y For example, check the boxes below Monday through Friday 
if you wish to archive every business day. 

To the right of "Time", use the drop-down menu to select thetime 
you want "Daily" archiving to begin for the G roup. 

^ Example: select 1:00 AM. 

& If you arearchiving "D aily" for morethan oneG roup, schedule the 
archives to begin oneor morehoursapart. (i.e. 1:00 A M , 2:00 A M , 



In the "Retention Period" field, use a value greater than zero (0). 
"Retention Period" is the number of weeks you desire a "Daily" 
archive to reside on the LocalV ault™ before the disk space is again 
made available. 

y Example: 1 or 2. 

®° A shorter "Retention Period" uses less disk space. 

In the "email address" field, type the email address of the person 
who should receive the status report for this "Daily" archive. 
RocketVaultwill email this recipient after each archive is completed. 

y Example: admin@companyname.com 

®° You can type more than one email address in this field, 
provided you separate each one by a space. 

^ Example: "admin@abcd.com other@abcd.com" 
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Step VI I When you are satisfied with your inputs, click " Schedule" to activate 
the "Daily" schedule for the Group. RocketVault will tell you 
whether your "Daily" scheduled or re-scheduled successfully. 

i&lf some of the inputs for the scheduler are unacceptable to the 
RocketVault an error messagewill appear indicating which fiddsare 
missing or incorrect. Click on the browser back button to return to the 
"Daily Scheduling" page. 

To verify your scheduled settings, click "SCH EDU LED " on the 
"Scheduler - Local Vault" page. Alternatively, you can click on 
"Status" located on the navigation menu (left side) under the 
"Rocket Management" folder 

Unless you have other G roups or Shares to add or schedule (or desire 
adding Weekly or Monthly schedules), you have successfully 
completed all thestepsfor activating LocalVault™ "Daily" archiving 
with RocketVault. 

If you want to also activate off-site archiving for Daily, go to the 
"Schedule" page for "SyncD R™ " and "RemoteVault AES™ ". 

If you're interested in exploring other RocketVault features, go to 
"Status", "Reports", and "Utilities." 

Click on "Return to Scheduler" to continue using RocketVault or 

"Logout" on the navigation menu (left side) to exit. 



How to Unschedule Daily? 
Steps I nstructions 



Step I Locate the G roup on the page "Scheduler - Local Vault" 

Step II Click on the "SCH EDU LED" link corresponding to a Group's 

Daily to go to the Daily Scheduling page. 

& If the corresponding link indicates "NOT SCHEDULED", 

D aily archiving is not scheduled. T here is no need to unschedule it. 

Step III On the "Daily Scheduling" page, click "Unschedule." This 

unschedules the G roup's D aily from any further archiving. 
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How to Schedule Weekly? 



Step I nstructions 



Step I Locate the G roup on the page "Scheduler - Local Vault" 

Step 1 1 Click on the " N OT SCH E D U L E D " link corresponding to Weekly. 
This takes you to the Weekly Scheduling page. 

I f the link instead shows " SC H E D U L E D ," the Weekly archiving has 
previously been scheduled. 

If you wish to change the current "Weekly" schedule for this G roup, 
you can click on "SCHEDULED" and reschedule "Weekly" 
archiving. 

&A Iteringa schedulewi 1 1 not change prior archive files; only futureones. 

Step III 0 n the "Weekly Scheduling" page, select a day of the week for 
archiving "Weekly". 

f Example: select Saturday to archive the "Weekly" every 
Saturday night. 

Step IV To the right of "Time," use the drop-down menu to select the time 
you want "Weekly" archiving to begin for the G roup. 

y Example: 1 or 2. 

& If you are archiving " W eekly" for morethan oneG roup, schedule the 
archi ves to begin oneor morehoursapart. (i.e 1:00 A M ,2:00 A M , etc) 

Step V I n the "Retention Period" field, use a value greater than one (1). 

"Retention Period" isthe number of weeks you desire the "Weekly" 
archive to reside on the LocalVault™ before the disk space is again 
made available. 

✓ Example: 2 or 3. 

v A shorter "Retention Period" uses less disk space. 

Step VI I n the "email address" field, type the email address of the person who 
should receivethe status reportforthe"Weekly" archive. RocketVault 

will email this recipient after each archive is completed. 

✓ Example: admin@companyname.com 
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^ You can type more than one email address in this field, 
provided you separate each address by a space. 

✓ Example: "admin@abcd.com other@abcd.com" 

Step VI I W hen you are satisfied with your inputs, click " Schedule" to activate 
the "Weekly" schedule for the Group. RocketVault will tell you 
whether your "Weekly" scheduled or re-scheduled successfully. 

&lf some of the inputs for the scheduler are unacceptable to the 
RocketVault, an error message will appear indicating which fiddsare 
missing or incorrect. Click on the browser back button to return to the 
"Weekly Scheduling" page. 

To verify your scheduled settings, click "SCH EDULED" on the 
"Scheduler - Local Vault" page. Y ou can also click on the " Status" 
page located on the navigation menu (left side) under the "Rocket 
Management" folder. 

U nless you have other G roups or Shares to add or schedule (or desire 
adding Daily or Monthly schedules), you have successfully completed 
all the steps for activating LocalVault™ "Weekly" archiving with 
RocketVault. 

If you want to also activate off-site archiving for Weekly, go to the 
"Schedule" page for "SyncDR™ " and "RemoteVaultAES™ ." 

If you're interested in exploring RocketVault other features, go to 
"Status", "Reports" and "Utilities". 

Clickon "Return to Scheduler" to continue using RocketVault or 

"Logout" on the navigation menu (left side) to exit. 



How to Unschedule Weekly? 
Step I nstructions 



Step I Locate the G roup on the page "Scheduler - Local Vault" 

Step II Click on the "SCH EDULED" link corresponding to a Group's 

Weekly to go to the Weekly Scheduling page. 

& I f the corresponding link indicates " N OT SCH E D U LE D ", then 
W eek ly archiving is not scheduled. T here is no need to unscheduled it. 
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Step 1 1 1 On the "Weekly Scheduling" page, click "U nschedule" This 
unschedules the G roup's Weekly from any further archiving. 

How to Schedule Monthly? 
Step I nstructions 

Step I Locate the G roup on the page "Scheduler - Local Vault". 

Step II Click on the "NOT SCHEDULED" link corresponding to 



Monthly. This takes you to the Monthly Scheduling page. 

I f the I i n k i nstead sho ws " SC H E D U L E D " , the M o nth ly archi vi ng 
has previously been scheduled. 

If you wish to change the current "Monthly" schedule for this 
Group, click on the "SCHEDULED" link and reschedule 
"Monthly" archiving. 

&A Iteringaschedulewill not changeprior archivefi les; only futureones. 

Step III On the "Monthly Scheduling" page, select a day from the drop- 

down field "Day of the month". 

y E xample: select " 1" to archive a " M onthly" the first dayof 
every month. 

Step IV To the right of "Time," use the drop-down menus to select the 

time you want "M onthly" archiving to begin for the G roup. 

y E xample: select 1:00 AM . 

& If you arearchiving " M onthly" for morethan oneG roup, schedulethem 
to begin oneor more hours apart, (i.e. 1:00 A M , 2:00 A M , etc.) 

Step V In the "Retention Period" field, use a value greater than zero (0). 

"Retention Period" is the number of months you desire a 
"Monthly" archive to reside on the LocalVault™ before thedisk 
space is again made available. 

y Example: "2" or "3". 

®° A shorter "Retention Period" uses less disk space. 
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Step VI I n the "email address" field, type the email address of the person 

who should receive the status report for the "Weekly" archive. 
RocketVault will email this recipient after each archive is 
completed. 

y Example: admin@companyname.com 

^ You can type more than one email address in this field, 
provided you separate each one by a space. 

y Example: "admin@abcd.com other@abcd.com" 

Step VI I When you are satisfied with your inputs, click "Schedule" to 
activate the "Monthly" schedule for the G roup. RocketVault will 
tell you whether your "Monthly" scheduled or re-scheduled 
successfully. 

& If some of the inputs for the scheduler are unacceptable to the 
RocketVault an error messagewill appear indicating which fields 
aremissingor incorrect. Click on the browser back button to return to 
the " M onthly Scheduling" page. 

To verify your scheduled settings, click "SCH E DULE D " on the 
"Scheduler - Local Vault" page. You can also click on the 
"Status" page located on the navigation menu (leftside) under the 
"Rocket Management" folder. 

U nless you have other G roups or Shares to add or schedule (or 
desire adding D aily or Weekly schedules), you have successfully 
completed all the steps for activating LocalVault™ "Monthly" 
archiving with RocketVault. 

I f you want to also activate off-site archiving for M onthly, go to the 
"Schedule" page for "SyncDR™ " and "RemoteVaultAES™ ". 

If you're interested in exploring RocketVault other features, goto 
"Status", "Reports" and "Utilities". 

Click on "Return to Scheduler" to continue using RocketVaultor 

"Logout' on the navigation menu (left side) to exit. 



How to Unschedule Monthly? 
Step Instructions 
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Step I Locate the G roup on the page "Scheduler - Local Vault". 

Step II Click on the "SCH EDULED" link corresponding to a Group's 
M onthly to go to the M onthly Scheduling page. 

&lfthecorrespondinglink indicates" N OT SCH EDULED", then 
M onthly archiving is not scheduled. T here is no need to unscheduled. 

Step III On the "Monthly Scheduling" page, click "Unschedule". This 
unschedules the G roup's M onthly from any further archiving. 



RemoteVault AES™ 

After you have created a G roup and scheduled it for either Daily, Weekly or Monthly, 
you can also schedule that G roup for Remote Archiving on this page. 

The following are explained in detail in this section: 

1. What is Remote? 

2. How to Schedule RemoteVault AES™ ? 

3. How to Unschedule RemoteVault AES™ ? 



What is Remote? 

Remote is a way to vault archives that automates storing an encrypted copy of your 
archive(s) at a remote location. 



How to Schedule RemoteVault AES™? 
Step I nstructions 



Step I Locate in "Available for Remote Schedule" section the "Group 
N ame" and corresponding " ScheduleType" with which you wish to 
archive encrypted copies off-site. 

& I f the G roup is already displayed in " Remote Schedule," then it has 
already been selected for RemoteV ault A E S™ archiving. 

Step II Click the corresponding box under the "Add" column to select the 
G roup for RemoteVault AES™ archiving. 
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Group for RemoteVault AES™ archiving. 

Step III 0 nee you have selected your G roup(s) for remote archiving, click on 
"Add to Remote Schedule" at the bottom of the section. 

T his will movetheG roup(s) to the "Remote Schedule" section above 
and indicates the G roup(s) is (are) scheduled to archive encrypted 
copies remotely. 

& If your Group(s) are still listed in the "Available for Remote 
Schedule" section, the box in thecorresponding " Add" column wasnot 
selected. Click on the box (es) and click "Add to Remote Schedule" 

button. 

To verify your " RemoteV ault AES™" scheduled settings, click on the 
"Status" page located on the navigation menu (left side) under the 
"Rocket Management" folder. 

Unless you have other G roups you wish to archive encrypted copies 
remotely to an off-site location, you have successfully completed all the 
steps for RemoteVault AES™ archiving. 

If you're interested in exploring RocketVault other features, go to 
"Status," "Reports," and "Utilities." 

Click on "Return to previous page" to continue using RocketVault 

or "Logout' on the navigation menu (left side) to exit. 



How to Unschedule RemoteVault AES™? 
Step I nstructions 



Step I Locate in "Remote Schedule" section the "Group Name" and 

corresponding "Schedule Type" you wish to remove from 
RemoteVault AES™ archiving. 

& I f the G roup is already displayed in " Add to Remote Schedule" 

section, then it already is not selected for RemoteV ault A E S™ archiving. 

Step II C lick the corresponding box under the " Remove" column to selectthe 
G roup(s) you wish to remove from RemoteVault AES™ archiving. 

Step III 0 nee you have selected your G roup(s) to remove from RemoteVault 
AES™ archiving, click on "Removefrom Remote Schedule" atthe 
bottom of the section. 

T his wi II remove the G roup(s) from the " Remote Schedule" section 
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above and indicates the G roup(s) is(are) NOT scheduled to archive 
encrypted copies remotely. 

& If your G roup(s) are still listed in the" Remote Schedule" selion, the 
box in the cor responding" Remove" column was not selected. Click on 
the box (es) and on "Remove from Remote Schedule". 

Click on "Return to previous page" to continue using RocketVault 

or "Logout' on the navigation menu (left side) to exit. 
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SyncDR™ 

After you have completed G roup setup and added your desired Shares, the next major 
step is to schedule asynchronous replication. 

You can schedule RocketVault to synchronize a G roup to Remote SyncD R™ Server 
from the "Scheduler- SyncD R" page. 

TheG roup(s) created will be visible. 

If the G roup you created does not appear on the "Scheduler - 
SyncDR" page, chances are you did not add any Shares to your 
G roup for asynchronous replication. A n empty G roup appearing on 
this page might mislead you if you were permitted to schedule 
asynchronous replication. An empty Group has nothing to 
synchronize. Return to G roup Setup and add Shares to thisG roup in 
order to schedule archiving. 

The Scheduler indicates asynchronous replication status of a G roup as either " N OT 
SCHEDULED" or SCHEDULED . 

1. H ow to Schedule? 

2. How to Unschedule? 

How to Schedule? 

Step I nstructions 



Step I Locate the G roup on the page "Scheduler - SyncD R". 

Step 1 1 Click on " N OT SC H E D U L E D " corresponding to theG roup that 

you want to activate SyncD R ™ .This takes you to the Scheduling 
page. 

& If thelink says " SC H E D U L E D " , then SyncD R ™ asynchronous 
replication has already been scheduled. You can click 
"SCH EDULED" to rescheduleSyncD R ™ .(If SyncDR™ was in 
themiddleof synchronization atthetimeof rescheduling, thenew schedule 
will take effect upon completion of the current run.) 

Step III On the Scheduling page, there are two options for " Backup 

Location". 



They are: 
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• SyncD R-Local RocketVault - Check the box on the 

left if you want to backup up this group on the 
RocketVault. 

• SyncD R-R emote - Check the box on the left if you 
want to backup up this group on the Remote location. 

& N ote: 

Y ou can check both the boxes if you wish to backup this group on 
the local RocketV ault as well as the remote location. 

Step IV OntheSchedulingP age, th ere are th ree o pti o n s f o r async h ro n o us 
replication. They are: 

• Synchronize Continuously Once the initial 
synchronization finishes, SyncD R™ will begin synchronizing 
filescontinuously astheG roup's Sharefileschangeon your 
c o m p u ters ( servers, deskto ps and I apto ps) . T h i s d i sab les time 
and day options. 

• Synchronize by Time - The Group's Share files 
synchronizeatthetimeand on days selected. This mode of 
synchronization runs once daily. 

■ From the drop-down menu, select the "time" at 

which you want synchronization to begin. 

✓ Example: select 1:00 AM . 

■ Check the "days" on which you want 
synchronization to take place. 

f E xample:select Monday through Fridayfor 
synchronizing every business day. 

• Synchronize Every x hours - The G roup's Share files 
synchronize based on the days and mode of hours selected. 
The process runs every x hour(s) chosen on those days 
selected. 

■ From the drop-down menu, select the "hour(s)" 

that you want synchronization to begin. 

y Example: select "Run Every 6 hour(s)". 
This runs the synchronization process 
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Midnight, 6:00 AM, noon, and 6:00 PM. 
• Select the "days" you want synchronization to occur. 

^ Example: select Monday through Friday 
for synchronizing every business day. 

Step V I n the "email address" field, type the email address of the person 

who should receive the status report for this Group's 
synchronization. RocketVaultwill email this recipient after each 
archive is completed. 

^ Example: admin@companyname.com 

®° You can type more than one email address in this field, 
provided you separate one by a space. 

✓ Example: 

"admin@abcd.com other@abcd.com" 

Step VI For "Send E mail", indicate whether you would like to receive a 
Daily Report email. 

®° A n email address is not required if N ever is selected. 

Step VII W hen you are satisfied with your inputs, click " Schedule" to activate 
the"SyncDR™ " schedule for the G roup. RocketVaultwill indicate 
"SyncDR schedule successful". 

&lf some of the inputs for the scheduler are unacceptable to 
RocketVault, an error messagewill appear indicating which fiddsare 
missingor incorrect. Click on thebrowser back button to return to the 
Scheduler- SyncDR" page. 

To verify your scheduled settings, click "SCH EDULED " on the 
"Scheduler - SyncDR" page. You can also click on the "Status" 
page located on the navigation menu (left side) under the " Rocket 
Management" folder. 

U nlessyou have other G roups you wish to Synchronize to an off -site 
location, you have successfully completed all the steps for 
synchronizing your G roup Shares to an off-site location. 

If you're interested in exploring RocketVault other features, go to 
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"Status", "Reports", and "Utilities". 

Click on 'Return to SyncDR scheduler" to continue using 
RocketVault, or "Logout" on the navigation menu (left side) to 
exit. 



How to Unschedule? 


Step 


1 nstructions 


Stepl 


Locate the G roup on the "Scheduler - SyncD R" page. 


Step II 


Click on the "SCH EDULED" link corresponding to a G roup to go 




to the Scheduling page. 




&lfthecorrespondinglink indicates "NOT SCH EDULED ", then 




SyncD R ™ is not scheduled. T here is no need to unschedule it. 


Step III 


0 n the " Scheduling" page, click " U nschedule". T his unschedules 




the G roup from any further synchronization. 
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Restoring Files or Folders 



Y ou can restore files and folders to any W i ndows Share on the LA N providing you have 
archives (Local Vault™ or RemoteVault AES™ ) or a synchronized version of your 
G roup(s) at another location (SyncD R™ ). 

You can choose more than one option: 

Locaivauit™ will move a copy of the files or folders selected from the archive that 
resides on the RocketVault located on your L A N . T his restore occurs at L A N speeds. 

RemoteVault aes™ is the 0 ff-site archive restore option. RemoteVault AES™ will 
move a copy of the files or folders selected from an encrypted archive on your remote 
server. 

This option is significantly slower than LocalVault™ (broadband restorespeedfroman 
off-site location vs. LocalVault's LAN speeds) and will probably be most useful to restore 
files to computers (servers, desktops and laptops) in the event of a disaster. 

&You may need your master key to move copies of the files or folders from the 
RemoteVault AES™ . 

syncDR™ is the synchronized version option. This may encompass the most current 
version of your f i les and folders. T he restore operation moves copies of selected files or 
folders from asynchronized location to the restore location. Synchronized location could 
be a Remote machine or Local RocketVault 

• Restore operation from SyncDR Local is as fast as the restore operation 
from LocalVault. 

• Restore operation from SyncDR Remote is slower as the files are being 
restored from a remote location. 
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LocalVault™ 

LocalV ault™ enables you to restore files or folders from the local archives to any 
Windows Share on the LAN. Since LocalVault™ archives are located on the 
RocketVault appliance, restore occurs at LAN speeds. 

Following are the primary steps needed to perform a successful "Restore" from the 
LocalVault™ : 



1. 


Start Restore 


2. 


Select Share and Date 


3. 


Select Files and Folders 


4. 


View/ Remove Selected Files 


5. 


Restore Location 


Starting Restore 


Step 


1 nstructions 


Stepl 


Locate the G roup on the page "LocalVault". 




If the Group name has a leading ©then it means that the archives 




are encrypted on the LocalVault. 




Also, the restore will take a little longer as it needs to decrypt the 




archive before restoring the selected folders and files. 


Step II 


Locate the G roup's type of archive. 




^7 Types of archives are D aily, W eekly and M onthly. 


Step III Click on the corresponding "Restore File(s)" link. 


Selecting Share and Date 


Step 


1 nstructions 


Stepl 


Locate the Share N ame that you want to restore. 


Step II 


F rom the corresponding drop-down list under the " Date" 




column, select the date from which you want to restore. 




S Example: "2003-07-03" is thejuly 3, 2003 archive 
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of this Share 

Step III Click on 'Restore File(s)". 



Selecting Files and Folders 



Step Instructions 



Step I Select the files and folders you want to restore. You can drill down 

into thefoldersjust like Windows Explorer and select files or folders 
throughout the folder tree. 

®° To select all thefilesand folders in theShare, select" Click here for 
Complete Restore". 



®° A fter selecting F ilesor Folders on a page, be sure to click on "Add 
Files to Restore" before proceeding to another page. 

Step II Click on "Add Files to Restore". 

®° 0 n ce th e f i I es or f ol der s a r e a d d ed to t he restore I i sr., the back grou nd col or 
of thefilesand folders selected will change. 

Step III Unless you want to review or remove files and folders from the 
restore list (see "View/ Remove Files and Folders"), click on 
"Restore Now." 



Viewing/Removing Selected File 
Step I nstructions 



Step I From the "Select more Files to Restore" page, you can click on 

"View Selected F iles" to either review the complete list of f i les and 
folders or remove any files or folders from the restore list. 

& R emovi ng f i I es or fol ders from the" L 1st of Selected F iles" does not 
deletethem from theL ocalV ault™ archive; it only removes them from 
your restore list. 

Step 1 1 Select the file(s) you want to remove from the "List of Selected 

Files" by checking the corresponding box under the "Delete" 
column. 
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Step III Click on "Update List". 

®° Y ou can repeat these steps until you aresatisfied with your " Listof 
Selected Files" restore list. 

Step IV Click on "Return to Previous Page". 



Restore Location 

& If you aresatisfied with your restore list and wantto restore the selected files and 
folders to the default location (the location from which the files and folders 
originally came), click on "Restore Now" on the "Select More Files to 
Restore" page. 

This takes you to the "Restore Location" page, where you can either: 

• Verify that the default location is correct and click on 
"Restore N ow" to begin the Restore 

• "Change Restore Location" to restorethefilesand folders 
to a different location on your LAN by following the steps 
below: 

To Change Restore Location 
Step Instructions 



Step I Click on "Change Restore Location". 

Step II The" N etwork Tree" for the LAN will displayon the page. Locateunder 
the Domain/ Workgroup the computer (server, desktop or laptop) to 
which you want to restore files and folders. 

®° 0 n the "N etwork Tree" page, you can revert to the default 
location (the computer from which thefilesand folders originally 
came) by clicking on "Default Location." 

Step III Click on "Computer N ame." 

Step IV To select the folder that has been Windows Share enabled, click on the 
radio button of the Windows Share (agreen dot will appear in the radio 
button if it has been selected) and type the Share's U ser I D and Password 
in the corresponding cells. 
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&TheW indows Sharefor which you'vetyped a U serlD and Password should 
have been set up with read/ write access in addition to password protection. 

StepV Click on "Continue". 

& If you a re satisfied with your " Restore Location", dick on " Restore 
Now." Other wise, click on "Change Restore Location "and repeat 
steps I through IV . 

& W ait until the R estore page indicates " You can Close the browser 
now" before proceeding elsewhere in RocketVault. Y ou can monitor the 
" Restore" by selecting "click here" to see the status. 



RemoteVault AES™ 

RemoteVault AES™ Restore enables you to restore files or folders from a remote 
archive to any Windows Share on the LAN . Since RemoteVault AES™ files and folders 
are located offsite, restoring from this may be appropriate in the event of disaster. 

A restore from RemoteVault AES™ will be significantly slower than a LocalVault™ 
Restore, as thesefiles are being transmitted through the internet vs. the network speeds of 
the LAN. 

The following are the primary steps to perform a successful "Restore" from the 
RemoteVault AES™ : 

1. Start Restore 

2. Select Share and Date 

3. Select Files 

4. View/ Remove Selected Files 

5. Restore Location 



Starting Restore 



Steps 


1 nstructions 


Stepl 


Locate the G roup on the page "RemoteVault AE S". 


Step II 


Locate the G roup's type of archive. 
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& Types of archives are Daily, Weekly, and M onthly. 
Step III Click on the corresponding "Restore File(s)" link. 



Selecting Share and Date 



Step I nstructions 



Step I Locate the Share N ame that you want to restore. 

Step II From the corresponding drop-down list under the" Date" column,sdect 
the date from when you want to restore. 

^ Example: "2003-07-03" isthej uly 3, 2003 archive of this Share 

Step III E nter into "Retention" the number of days that you would like a 
duplicate version of the restore to reside locally on RocketVault. 

Choosea number of days that you believe exceeds the D isaster Recovery 
period. 

Retention is a safety mechanism in the event that you again have to 
restore some or all of the same files from the RemoteVault A E S™ . 

I f a secondary restore of those same files and folders occurs within the 
retention period, the restore time will be cut down considerably, as copies 
will already exist on the RocketVault. 

T hose fi les will not have to be brought over the internet a second time 
during the retention period, but they will use RocketVault storagespace 
until the end of the retention period, at which time RocketVault 
automatically removes the copies from its onboard storage. 

StepIV Click on "Restore File(s)." 



Selecting Files 



Step I nstructions 



Step I Select thefiles and folders you want to restore. You can drill down into 
the folders just like Windows Explorer and select files or folders 
throughout the folder tree. 

®° To select all thefiles and folders in the Share, select "Click here for 
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Complete Restore." 

®° A fter selecting Files or F olders on a page, besureto click on Add Files 
to Restore" before proceeding to another page. 

Step II Click on "Add Filesto Restore." 

®° Oncethefiles or folders areadded to the restore list, the back ground color of 
the files and folders selected will change. 

Step III Unless you want to review or remove files and folders from the restore 
list (see "View/ Remove Files and Folders"), click on "Restore 
Now" and jump directly to choosing a "Restore Location." 



Viewing/Removing Selected File 
Step Instructions 



Step I From the "Restore" page, you can click on "View Selected Files" to 

either review the complete list of files and folders or remove any files or 
folders from the restore list. 

& R emovinga fileor folder from the" List of Selected Files" doesnotdddte 
them from R emoteV aultA E S™ ; it only removesthem from your restorelist. 

Step II Select the file(s) you want to removefrom the "List of Selected Files" by 

checking the corresponding box under the "Delete" column. 

Step III Click on "Update List." 

®= You can repeat these steps until you are satisfied with your "List of 
Selected Files" restorelist. 

Step IV Click on "Return to Previous Page". 



Restore Location 
Step I nstructions 

Step I Click "Restore N ow" on the "Restore" page. 

The "N etwork Tree" for the LAN will display on the page. Locate 
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under the Workgroup/ Domain the computer to which you want to 
restore files and folders. 

Step 1 1 Click on "Computer N ame". 

Step III To select the folder that has been Windows Share enabled, click on the 
radio button of the windows share (a green dot will appear in the radio 
button if it has been selected) and type the Share's U ser I D and Password 
in the corresponding fields. 

&TheW indows Sharefor which you've typed all ser ID and Password should 
have been setup with read/ writeaccessin addition to password protection. 

Step IV 0 nee you are satisfied with the location to which you would like to 
restore, click on "Continue" to begin the Restore. 

& W ai t u nti I the R estore page i ndi cates " You can C lose the browser 
now" before proceeding elsewhere i n RocketVault. Y ou can monitor the 
R estore by selecting " click here" to see the status. 



SyncDR™ 

SyncD R™ Restore enables you to restorefiles or foldersfrom a synchronized location to 
any Windows Share on the LAN . 



On SyncDR Restore page there are two list: 

• SyncDR Local 

This is the list of all the Groups which are being backed up on the Local 
RocketVault. 

A restore from SyncDR is appropriate in the event when you need the latest 
copy of a folder or file. 

• SyncDR Remote 

This is the list of all the Groups which are being backup up at an offsite 
location. 

Since SyncDR Remote synchronized files and folder are located offsite, 
restoring from this may be appropriate in the event of disaster or when 
SyncDR has the most recent version of the offsite files and folders. 

A restore from SyncDR Remote will be significantly slower than a LocalVault 
and Local SyncDR Restore as these files are transmitted through the internet 
VS. the network speeds of the LAN. 
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Following are the primary steps to perform a successful "Restore" fromtheSyncDR 

1. Start Restore 

2. Select Share 

3. Select Files and Folders 

4. View/ Remove Selected Files 

5. Restore Location 

Starting Restore 

Step I nstructions 

Step I Locate the G roup N ame on the page "SyncD R Restore." 

Step 1 1 Click on the corresponding "Restore File(s)" link. 



Selecting Share and Date 
Step I nstructions 

Step I Locate the Share N ame you want to restore. 

Step 1 1 Click on "Restore File(s)". 

Selecting Files and Folders 
Step I nstructions 

Step I Selectthef iles and foldersyou wantto restore. You can drill down into 
the folders just like Windows Explorer and select files or folders 
throughout the folder tree. 

^ To select all the files and folders in the Share, select "Click here 
for C omplete R estore. " 

®° After selecting Files or Folders on a page, be sure to click on 
"Add Files to Restore" before proceeding to another page. 

Step II Click on "Add Files to Restore." 
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®° Oncethefiles or folders areadded to the restore list, the back ground color of 
the files and folders selected will change. 

Step III U nlessyou want to review or remove files and folders from the restore 
list (see "View/ Remove Files and Folders"), click on "Restore 
Now" and jump directly to choosing a "Restore Location". 



Viewing/Removing Selected File 



Step 


Instructions 


Stepl 


From the "Restore" screen, you can click on "View Selected Files" 




to either review the complete list of files and folders or remove any 




files or folders from the restore list. 




& Removing files or folders from the "List of Selected Files" 




does not delete them from the synchronized storage; it only 




removes them from your restore list. 


Step II 


Select the file(s) you want to remove from the "List of Selected 




Files" by checking the corresponding box under the 'Delete" 




column. 


Step III 


Click on "Update List". 




®° Y ou can repeat these steps until you a re satisfied with your " List of 




Selected Files" restore list. 


Step IV 


Click on "Return to Previous Page". 


Restore Location 


Step 


1 nstructions 


Stepl 


Click on "Restore N ow" on the "Restore" page. 




T he " N etwork T ree" f o r the L A N w i 1 1 display o n the page. L ocate under 




the Workgroup/ Domain thecomputerto which you wantto restorefiles 




and folders. 


Step II 


Click on "Computer N ame." 
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Step III To select the folder that has been Windows Share enabled, click on the 
radio button of the windows share (a green dot will appear in the radio 
button if it has been selected) and type the Share's U ser I D and Password 
in the corresponding fields. 

&TheW indows Sharefor which you've typed a U ser ID and Password should 
have been set up with read/ writeaccessin addition to password protection. 

Step IV 0 nee you are satisfied with the location to which you would like to 
restore, click on "Continue" to begin the "Restore." 

& W ait until the R estore page indicates " You can C lose the browser 
now" before proceeding elsewhere in RocketVault. Y ou can monitor the 
"Restore" by selecting "click here" to see the status. 
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Status 

The Status page provides information on archive and restore processes. Features 
provided on this page: 

• Lists G roups scheduled for LocalVault™ . 

• Lists Groups scheduled for SyncDR™ Local. 

• Lists Groups scheduled for SyncDR™ Remote. 

• Lists LocalVault™ restores in progress. 

• Lists RemoteVault AE S™ restores in progress. 

• Lists SyncD R ™ restores in progress. 

• U pdates the information every 30 seconds. 

• Offers drill-down into archives or Restores in progress. 

• Offers "Archive Status" sorting by "N ame", "Type", and "Schedule." 
& Restore Lists are only visible when a restore is in progress. 
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Reports 

Reports are divided into two sections: "Reports by Groups" and "General Reports." 
Report by Groups 

These reports contain information about a group 
Archive Summary 

Archive Summary Reports provide basic information about the Group and archive 
summary information. It also provides multiple days of archive status information. 

Row Details 



Row 


Details 


Date 


Archive date. 


Total Shares 


Total number of Shares in the G roup 


Full Archives 


N umber of Shares fully archived. 


1 ncr. Archives 


N umber of Shares incrementally archived. 


Shares 0 K 


N umber of Shares that were error-free during archiving. 


Shares E rror 


N umber of Shares with archive errors or unable to complete 




archiving. 


Total Size 


Total archive size residing on RocketVault. (Includes all the 




Shares in the Group.) 


Total Files 


N umber of files archived by RocketVault. (Includes all the 




Shares in the Group.) 
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Archive Detail 

Detailed archive information about each Share. (Errors are viewable in a pop-up 
window.) 



Column 


Detail 


Share 


Shares that belong to the G roup. 


Level 


Type of archive performed on the Share. 




There are two types of archive: "Full" and "Incremental." 




"Full" archives include all the files and directories in the 




Share. "Incremental" archives only include the files that 




changed since the previous archive. 


No. of Files 


N umber of files archived for each share. 


Status 


Status of the archive. If archiving is performed well, the 




status indicates "0 K "; if not, an ellipsis will display in this 




field. You can click on ellipses to open an error/ warning 




message window. 



Archive Scheme 

Archive Scheme provides information about thetypeof archiving that will be performed 
on each Share. 



RocketVault™ decides which type of archiving to perform on each Share by 
considering, among other variables, historical data, archive projections and Share size 
estimates. 



T he A rchi ve scheme is a current view of RocketVault future rank and order of archives 
and types it intends to perform. 



Column 


Detail 


D ue D ate 


T he dates when an archive is scheduled to run 


# of Shares 


Number of Shares in future "Full" archives.(A non-zero 




number is accompanied by ellipses) Click to view the Share 




Names of future Full archives. 


Estimated Size (KB) 


Projected size of the Share. 


% C hange 


Percentage(%)sizechangefromthepreviousarchive.This 




represents the change in total archive size. RocketVault 
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attempts to contain the "% Change" to as low a value as 
possible to ensure archiving uses the least amount of time 
necessary. 

Increment N umber of Shares that will archive incrementally in the 

future. 



List of Shares 

This report generates a list of all the Shares belonging to a G roup. 
General Reports 

These are general-purpose reports that provide information relevant to all the groups. 

Local Disk Usage Report 

T his detai Is the disk space used by archives and disk space avai lable i n RocketVautt The 
reportwill help in making important decisionswhen adding another share for archiving. 

Remote Disk Usage Report 

This provides information about the disk space used by the archive on the RemoteVault 
AES™ to help you decide how much data you need to keep on the off-site remote 
storage. 

SyncDR™ Disk Usage Report 

This report gives you information about the disk space used for asynchronous replication 
purposes. 
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Utilities 



Rocket M anagement Utilities are not directly related to the archive or asynchronous 
replication processes. Therearetwo utilities: "U nlock Restore List" and "Change Share 
Username/ Password". Both are explained in detail in this chapter. 

Unlock Restore List 

This utility lets you unlock the restore process from the LocalVault™ , RemoteVault 
AES™ , or SyncD R™ . 

TheL ocalV a u 1 1 ™ , R emoteV ault A E S ™ and SyncD R ™ restore process locks the archive 
process to avoid multi pie users tryi ng to restore the same S hare at the same ti me. 

The lock is only placed on a singles hare. This means another user can restorefilesfrom thesame 
G roup as long as it is for a different Share. 

Y ou may also need to unlock a restoreifyou began selecting a share its files or its folders as part 
of a Restore but did not complete the process. U nlessyou cometo thisutilitytounlock it, you will 
not be able complete the Restore on a second attempt. 

T here are I ists on the " U nlock Restore L ist" pages for " L ocal V ault™ ," " RemoteV ault 
AES™ ," and "SyncD R™ ," respectively. 

Locked Restores correspond to the lists accordingly: 

• LocalVault™ is in "Unlock Restore- LocalVault" 

• RemoteVault AES™ is in "Unlock Restore- RemoteVault AES" 

• SyncD R™ is in "Unlock Restore- SyncD R" 
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• Normally the lists are empty. 

• M ake sure you are not unlocking a process on 
which another user is actively working. 



How to unlock? 



Step 


1 nstructions 


Stepl 


Find the process you want to unlock 


Step II 


0 n the right end of the row, find "U nlock." 


Step III 


Click on "Unlock." 


Step IV 


On the next screen, click "Unlock Environment." 



WARNING 

• MAKE SURE YOU ARE NOT UNLOCKING A PROCESS THAT 
ANOTHER USER STARTED. 

• IF THE RESTORE PROCESS HAS BEGUN, UNLOCKING WILL 
CORRUPT THE ARCHIVES. 

Change Share Security (Change Share Username/Password) 
Authentication information is used by the RocketVaultto connect to the Shares. If the 
authentication information has changed on the Windows Share, RocketVault will be 
unable to archive the Shares. 

I f authentication information of one or more Shares has changed, the " C hange Share 
Username/ Password" utility can be used to update this information. 

"Change Share Username/ Password" enables you to change the authentication 
information for multiple shares at the same time. 

T he " C hange Share Security" list is organized by unique authentication information. All 
Shares that have authentication information in common will change simultaneously with a 
change to any one of the member Shares. 

& Make sure no archiving is in progress when updating authentication information. 
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How to update authentication information? 



Step I nstruction 



Step I Find the authentication information that has changed and needs to be 
updated in RocketVault. 

Step II Determine which Sharesareusingthisinformation by clickingthe button 
in the "Share" column. 

In reviewing the "Share List," check for Shares that will be affected by 
updating authentication information. 

If you know the authentication information has been updated for all the 
Shares in the "Share List," proceed to "Step III"; otherwise, update 
authentication information for these Shares individually in the " Group 
Setup" page. 

Step III E nter the authentication information that has changed. 

Step IV Click the "Save" button corresponding to the updated authentication 
information. 
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Search 



The search page helps you in searching for a file which is archived 
by RocketVault 

RocketVault archives file when they are changed, the user 
sometimes want a file from a specific date or they might want to 
figure out which date they want the file from. To accomplish this 
task RocketVault provides the search capability which will search a specific group 
and will let you know all the dates when a specific file was archived. The other time 
when user does not know the complete file name but just a portion of a file name, 
RocketVault provides the ability to just search on a single word or multiple words. 
The resulting list from RocketVault will be all the files which match the search 
criteria. 



Following are the primary steps needed to perform a successful "Restore" from the 
Search 



1. Start Search 

2. Search Summary 

3. View List 

4. Select Files 

5. View Selection List 

6. Un-select Files 

7. Restore Location 

8. View Restored files 
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Start Search 

Click on the "Search" on the navigation tree. 



The fields on the main page are explained below: 


Filed 


Explanation 


Cparrh for 
jcqi ^.11 ivi 


F nfpr f ilp nsmp nr narf of fhp f i Ip namp hprp Y ni i ran pnfpr mi ilfinlp 

l_ 1 1 LCI IIICIIQIIICUI U al L U 1 LIICIIICIIalllCMCIC. 1 U U Lai 1 CI 1 LCI 1 1 1 U 1 LI U 1 c 


file name 


words and refine the search later 


Group 


Select the group name from the drop down list 


N ame 




Search 1 n 


Select where you want to search 


Advanced 


Check the appropriate box. Leave them unchecked if you are unsure 


Options 




Search 


Press the "Search Now" button when you are satisfied with the 


N ow 


criteria 


& You will have a chance to refine the search in the next screen 


Search Summary 


When you press "Search N ow" button, you will be taken to the "Search 


Summary' 


" page. There are number of function on "Search Summary" page. 


1. 


Refine Search 


2. 


N ew Search 


3. 


View Files 



Refine Search 

To refine the search change the "search criteria" and press "Search again" button. 
For example: 

• Add a word 

• Make words "Case Sensitive" 

• check/ uncheck the "All words are required" 

• etc. . . 

New Search 

If you want to start a new search you can press the "[N ew Search]" link. 
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This will clear the search criteria and take you to the main search page. 

View Files 

To view the files click the link "N umber of file found (38)" 

& You will not be able to view the files if the number of files is more than 
"1000". Refine the search criteria to bring the number of file below "1000" 



View List 

You can view the files which were found and verify that the file(s) were found before 
going forward to restore. 

There are three columns to help in verifying that the correct file is preset in the list. 
There could be multiple files with the same name in different locations. Also same 
file could be archived multiple time because of changes. 

• D ate: To verify that file from the right date is present. A file is archived every 
time there is a change. Make sure you have the file from the date you want in 
this list. 

• Name: To verify that file right file is present. Same word(s) could be used to 
name different files. 

• Folder: To verify it is the file is from the right location. A file with same 
name could be present in different locations. T he name could be same but 
the content could be completely different. 

Go forward to Restore 

O nee you have verified that the file is present in the list press on the link 
Select files to restore. 

It will take you to the "Search Select Files" page. On this page you can select the file 
that you need to restore. 

Go Back to Search Summary 

If you did not find thefile(s) you were looking for than just press the link Back to 
"Search Summary" . O n the Search Summary page select another folder and view the 
list of files which met the criteria there. 
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You can also go back and refine search or go to Weekly or M onthly search result 
which are all available on the Search Summary page. 

Select Files 

Once you have verified that the search is successful you can select the files that you 
want to restore. 

Following are the steps to perform a successful "Restore": 

Selecting Files 

Select all the files you want to restore. 

You can select the same file from different dates. When Search restores a file first it 
creates a folder with the date and than restores all the files from that date under it. 



By using this scheme, it can accommodate restoring same file from different date. 
File with same name in different location and so on. 

Tip: To select all the files, select Click here for Complete Restore. 
Add Files to Restore 

After selecting the files that need to be restored press the "Add Files to Restore" 
button. 

T ip: 0 nee the files are added to the restore list, the background color of the files and 
folders selected will change. 



View Selection List 

You can review the files which will be restored on this page. You can add more files 
to the selected list or remove the files from selected list. Once you are satisfied with 
the selected list you can go to the next step of restoring process. 

Add more Files 

If there are more files that you want to restore you can press the "Add more Files" 
button. It will take you back to the "Search Select Files" pagewhich hasthefull list. 



&The files you have already selected will kept in the selection list. In this way 
you do not have to comb through the search result list, add the same files 
again and than find the files which you wanted to add. 
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Unselect Files 

If there are files that you don't want to restore in this selection list than press the 
"Unselect files'' button. 

It will take you to page where you can remove files from the selection list. 

NOTE: Removing files or folders from the "List of Selected Files" does not delete them 

from the LocalVault archive; it only removes them from your selection list. 



Restore Now 

Once you are satisfied with your restore list and want to restore the selected files, 
press "Restore Now" button. 

Un-Select Files 

This page lest you remove any file from the selection list. All the file which are 
selected for restored are visible here. 

You can remove the files from selection list by: 



Select file to remove 

Select the files you want removed from the selection list. 
NOTE: 

Note: Removing files from the "List of Selected Files" does not delete them from the 
LocalVault archive; it only removes them from your selection list. 



Update list 

Once you have selected all the files that you want removed from the selection list, 
press the "Update list" button. 

It will remove the selected files from the selection list and refresh the selection list. 
Return to Search Selection List 

Once you are satisfied with your selection list press the link "Return to previous page" 
which will take you back to "Search Selection List" 

Now you are ready to press the "Restore Now" button. 



Restore Location 

& If you aresatisfied with your restore list and wantto restore the selected files and 
folders to the default location (the location from which the files and folders 
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originally came), click on "Restore Now" on the "Select More Files to 
Restore" page. 

This takes you to the "Restore Location" page, where you can either: 

• Verify that the default location is correct and click on 
"Restore N ow" to begin the Restore 

• "Change Restore Location" to restorethefilesand folders 
to a different location on your LAN by following the steps 
below: 

To Change Restore Location 
Step Instructions 



Step I Click on "Change Restore Location". 

Step II The"Network Tree" for the LAN will display on the page. Locateunder 
the Domain/ Workgroup the computer (server, desktop or laptop) to 
which you want to restore files and folders. 

®° 0 n the "N etwork Tree" page, you can revert to the default 
location (the computer from which the files and folders originally 
came) by clicking on "Default Location." 

Step III Click on "Computer Name." 

Step IV To select the folder that has been Windows Share enabled, click on the 
radio button of the Windows Share (a green dot will appear in the radio 
button if it has been selected) and type the Share's U ser I D and Password 
in the corresponding cells. 



& T heW indows Sharefor which you've typed a U ser I D and Password should 
have been set up with read/ writeaccessin addition to password protection. 

StepV Click on "Continue". 

& If you a re satisfied with your " Restore Location", dick on " Restore 
Now." Otherwise, click on "Change Restore Location "and repeat 
steps I through IV . 

& W ait until the R estore page indicates " You can Close the browser 
now" before proceeding elsewhere in RocketVault. Y ou an monitor the 
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" Restore" by selecting "click here" to see the status. 



View Restore Files 

Thefilesare restored, in afolder named like 2004-02-01, in the restore share you selected 
in while restoring. To view the restored files go to the restore share. Thereyoucan have 
one or more folders with the format YYYY-M M-D D. The reason for more than one 
folder is that you might want to select the same f i le f rom two different dates a nd would 
like to compare which one you need. To accomplish this both the files need to be 
restored but at different location. 

U nder the folder Y Y Y Y -M M -D D (like 2004-02-01), the complete path and the files 
would be there. 
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Advanced Networking Options 



The "Advanced Networking option" is for users who are unable to view their computer 
on the "N etwork Tree" page of RocketVault. Because of security and other 
configuration reason there are some networks which do not reply to view tree request. 
The advanced networking option let you enter a user id and password for a Domain 
which has privileges to view the other computer on the network 



0 n the Advanced N etworking option page, you should see a list of all 
your domains and workgroups on this page. T here is a place to put 
Userl D and password for each of them. 

RocketVault will build the Network tree using the Userl D and 
password you enter. Y ou can enter a differ U serl D and password 
for each D omain in the list. If you only have one D omain then you will only see that 
domain in the list. For users who have multiple domains and workgroups on their 
network and have different privileges for them, they can enter separate or the same 
UserlD and password. 

If you have workgroups which do not need a UserlD and Password than you can 
just leave the fields blank for those workgroups. Similarly if the one or more 
domains do not require a UserlD and password then you can just leave the fields 
blank. RocketVault will can build the network tree of a complex network where 
some domains have UserlD and password and some workgroups/ domains do not 
have UserlD and password. 
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Advanced Option for Computer 

Advanced option for Computer is to force a computer to useaUserl D and password to 
get the list of shares. 

T he secure computers do not let any user view the shares. 0 nly users who have the 
privileges to view the shares should be able to see the shares. By default RocketVault 
will try to view the shares with out any authentication. T his method works for most of 
the situations but not all. 

In some networkswhere there aremultipledomainsauser form adifferent domain might 
also have privileges to view the shares. 0 ne of the most important reasons for this 
option is that some administrators create specific users to be used to archive data to 
RocketVault appliance. These users are only created in one domain and then given 
privileges to different shares on computers where the archiving needs to be performed. 
T hese co m p uters couldbeondi f f erent domains. Since the user and co m puter can be o n 
two different domains the advanced option provides the perfect resolution for such 
model. U se a specific user id to access the shares visible to that user, and at the same 
time maintain the users only on one domain. 
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Back Again Remote Storage Agent 



The Back Again™ Remote Storage Agent (RSA) enables Back Again, backup and 
recovery software for M icrosoft Windows to useaRocketVault™ backup appliance as 
a backup device. 0 nee configured, the data residing on a M icrosoft Windows server, 
including the operating system, applications, data, and system state information can be 
backed up to a RocketVault appliance. In addition, optional application agents are 
available for performing live backups of M icrosoft™ Exchange and M icrosoft SQL. 

Before Back Again can use the RocketVault as a backup device, 
both Back Again and the Remote Storage A gent will need to be 
configured in order to communicate with each other. 

T he steps below guide you though the configuration process for the 
R emote Sto rage A gents residi ng o n the R ocketVault appl iance. See 

Chapter 7: Users Preferences in the Back Again Users G uidefor configuring Back 

Again to communicate with the Remote Storage Agent. 

Configuring RocketVault™ for Back Again 

Back Again will need three pieces of information to connect to RocketVault: 

• H ost: rocketvault 

• User ID: this is what you will create 

• Password: this is the password for the user you create 

You will gather this information by creating a RSA user on RocketVault Thefollowing 
section explai ns how to create a RSA user on RocketV ault, how to delete a RSA user and 
how to change the password for the RSA user. 0 nee you have to host, user I D and 
password, configure the BackA gain to connect to RocketVault. 



Creating Back Again RSA User 

To create a new RSA user, follow the steps below: 



Step 


1 nstruction 


Stepl 


Click the button Add new RSA user 


Step II 


E nter a user name in the field "User" 
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Step III Enter a password for the user 

E nter password again to confirmation 
Step I V C lick the button "C reate N ew U ser" 



Delete Back Again RSA User 

To delete a RSA user, follow the steps below: 

WARNING: IF YOU DELETE A USER ALL THE DATA STORED UNDER 
THIS USER WILL BE LOST AND UNRECOVERABLE. 



Step 


1 nstruction 


Stepl 


From the left navigation tree click on "Back Again RSA" 


Step II 


F ind the user you want to delete 


Step III 


Click on the trash can icon 


Step IV 


Click on the button "Delete User" to confirm deletion 


Change password for Back Again RSA User 


To change the password for a RSA user, follow the steps below: 


Step 


1 nstruction 


Step 1 


F rom the left navigation tree click on "Back Again RSA" 


Step II 


F ind the user, whose password needs to be changed 


Step III 


Click on "Change Password" link. 


Step IV 


E nter the new password for the user 




E nter the password again for confirmation 


StepV 


Click the button "Save N ew Password" 
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Appendix A: Enabling Windows Server 
2003 with Active Directory for 
RocketVault™ access 



By default, file shares on a Windows Server 2003 server with Active Directory installed (for example, a domain 
controller) cannot be accessed via the RocketVault™ system. 

RocketVault utilizes the Server Message Block (SMB) protocol. By default, a Windows Server 2003 server installed 
with Active Directory requires digital signatures of SMB packets. Since RocketVault does not yet perform this task, 
attempts at authenticating to the server using SMB are denied, making RocketVault operations fail. 

If you are unable to save Windows Server 2003 data using RocketVault or are unable to view a list of shares defined, 
then you may need to perform one of the following procedures on the Windows Server 2003 server to disable the 
requirement for digitally signed SMB communications. 

Note: You should install Active Directory on the server, run Windows Update to load the latest updates from 
Microsoft, and then reboot the server before disabling SMB signing as described below. 

Preferred method to disable SMB signing 

Microsoft has a help topic that describes how to disable SMB signing on domain controllers so that clients (such as 
PCs or RocketVault) that do not have this capability can connect to the server. You can view this Microsoft help 
topic by starting Help and Support on the server console and searching for "smb signing". An excerpt from the 
Microsoft help topic is shown below: 

1 . Open Active Directory Users and Computers. 

2. In the console tree, right-click Domain Controllers, click Properties, and then click the Group Policy 
tab. 

3. Click Default Domain Controllers Policy, and then click Edit. 

4. Under Security Options, right-click Microsoft network server: Digitally sign communications 
(always), click Properties, and then click Disabled. 

Alternative method to disable SMB signing 

If you do not want to use the preferred method described above, you can edit the Windows registry directly, as 
described below: 

1 . Start Registry Editor (Regedt32.exe). 

2. Locate and select the following key in the registry: 
HKEY_LOCAL_MACHINE\System\CurrentControlSet\ 
Service\lanmanserver\parameters 

3. Double-click the RequireSecuritySignature value, type 0 in the Value data box, and then click OK. 

4. Double-click the EnableSecuritySignature value, type 0 in the Value data box, and then click OK. 

5. Quit Registry Editor. 

6. Reboot the server for the Registry changes to take effect. 

Note: You can edit the registry by using Registry Editor (Regedit.exe or Regedt32.exe). If you use Regis try Editor 
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incorrectly, you can cause serious problems that may require you to reinstall your operating system. Microsoft does 
not guarantee that problems that you cause by using Registry Editor incorrectly can be resolved. Use Registry Editor 
at your own risk. Before you modify the registry, make sure to back up the registry, and make sure that you 
understand how to restore the registry if a problem occurs. For additional information about backing up and restoring 
the registry, click the following article number to view the article in the Microsoft Knowledge Base: 322756 HOW 
TO: Back Up, Edit, and Restore the Registry in Windows XP and Windows Server 2003. 
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Appendix B: Remote Server Setup 
How -To 



Article I. Remote Server Setup How -To 

Section 1.01 Introduction 

This is a HOWTO of setting a Remote Location for RocketVault™. Within RocketVault, there are 
two options of sending data to the off-site location (Remote Location). They are, RemoteVault 
AES™ and SyncDR™. We will discuss setting both the options below for the Microsoft 
Windows® Server Environment and Linux (or UNIX) Server Environment. 

Section 1.02 Microsoft Windows ©Server 

(a) RemoteVault™ Setup 

1 . Microsoft Windows® Server (2000, XP, and 2003). 

2. FTP server (either using Microsoft IIS or any other third party FTP server). 
Should be able to transfer data in "passive" mode. 

3. Provide a user-id and password for the FTP user. 

4. RocketVault will archive the encrypted data, indices and encrypted security keys 
into the default location set for the FTP user. 

(b) SyncDR™ Setup**** 

1 . Microsoft Windows® Server (2000, XP, and 2003). 

2. Cygwin Application for Windows ( http://www.cygwin.com ). 

3. SSH server (select when installing Cygwin) 

4. rsync, (select when installing Cygwin) does NOT need to be up and running. 

5. Ping enabled. ** 

6. RocketVault will backup the data into the default location set for the SyncDR™ user. 
(****For a more detailed description of SyncDR remote server for Windows setup, 
see footnote **** below) 

NOTE: Create a user on this new Remote Server, (you might want to create two users and use 
one for RemoteVault AES™ Setup and the other for SyncDR™ location Setup). 

** When setting up SyncDR™ location setup, RocketVault will first ping the Remote Location 
Server, if ping is disabled either on the Remote Server, Firewall or for RocketVault, then 
RocketVault will hang until it times out. 

Section 1.03 Linux or BSD Server 

(a) RemoteVault™ Setup 

1. Linux server (RedHat, Suse, Mandrake, FreeBSD, etc) 

2. FTP server (ProFTPD etc) should be able to transfer data in "passive" mode. ** 

3. Provide a user-id and password for the FTP user. 

4. RocketVault will archive the encrypted data, indices and encrypted security keys into 
the default location set for the FTP user. 

(b) SyncDR™ Setup 

1. Linux server (RedHat, Suse, Mandrake, FreeBSD, etc) 

2. SSH server 

3. Rsync installed, does NOT need to be up and running. 
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4. Ping enabled. *** 

5. RocketVault will backup the data into the default location set for the SyncDR user. 

NOTE: Create a user on this new Linux Remote Server, (you might want to create two users and 
use one for RemoteVault AES™ Location Setup and the other for SyncDR Location Setup). 

** ProFTPD does work and we have tested RocketVault with it. Make sure the configuration is not 
set to disconnect the user after some time. The archive can take several hours to complete. 

*** When setting up SyncDR location setup, RocketVault will first ping the Remote Location 
Server, if ping is disabled either on the Remote Server, Firewall or for RocketVault, then 
RocketVault™ will hang until it times out. 

**** Setting up SyncDR Remote Server for Windows 

How to install a ssh server (called sshd, from OpenSSH) and rsync server on a 
Windows 2000/XP or Windows Server 2003 

How to install a sftp server on a Windows 2000/XP or Windows Server 2003 

(1) Login to Windows 2000/XP/Server 2003 as a user with Local Administrator 
privilege. 

(la) Create a folder c:\cygwin (or the drive where you want your SyncDR™ data be 
stored.) 

(2) Download cygwin's setup.exe from http://www.cygwin.com/ and store setup.exe in 
the newly created folder, (c:\cygwin) 

Double click c:\cygwin\setup.exe 

When a selection screen comes up, click the little View button for Full view l View l Ful1 ; 
SSH Installation 

find the line 'OpenSSH", click on the word "skip" so that a check mark ^appears in the 
box (in Column B), 

find the line "cygrunsrv", click on the word "skip" so that a check mark ^appears in the 
box (in Column B). 

RSYNC Installation 

find the line "cygrunsrv", click on the word "skip" so that a check mark ^appears in the 
box (in Column B). 

Click NEXT to start installing cygwin and ssh. 

Size of the cygwin system is about 40 Meg, this may take a while if you have a slow 
connection. 

(3a) Modify two (2) environment variables: 

Right click My Computer, Properties, Advanced, Environment Variables 
Add new entry to system variables: 
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variable name is CYGWIN 
variable value is ntsec tty 

(3b) Select the Path variable and click Edit: 

add ;c:\cygwin\bin to the end of the variable value. 

(4) Open a cygwin window, type 
ssh-host-config -y 

This will automatically setup sshd and installs it as a 2000/XP service, 

(above command line supplies answer yes to all the questions) 

when the script stops and asks you "GYGWIN=", your answer is ntsec tty 

ssh-user-config 

(5) While still in the (black) cygwin screen, start the sshd service: 
cygrunsrv --start sshd 

(To stop the sshd service, pop open a cygwin window, type cygrunsrv -stop sshd ) 

NOTE: When you run ssh-host-config, please read the instructions and information that 
is displayed on your screen. Based on your Windows build version, you may have to 
perform some additional steps. For more information, you can search for Cygwin and 
SSH using http ://www.google.coni 



(c) Additional Information 



Now, other users on the internal network, or 

anywhere from the Internet (if you have a NAT firewall: port forward port 22 to the PC 
with sshd installed) 
can type: 

ssh username @ your_external_ip_address 

to establish a secure shell connection into your PC from remote locations. 
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Transfer files securely 
oner an insecure network 



B*> l Internet 1 . 

ssh sftp scp — 
SecureFX Filezilla WinSCP 



Firewall 



Port forward 
port 22 



Windows with 

Cygwin 
and OpenSSH 




sshd 
sftp-server 



As a free bonus, you also have sftp and sftp-server on your Windows box when you 
install sshd. 



These two programs replace the unsafe ftp- client and ftp- server. 

For example, from a remote *nix (linux, unix or bsd) machine or Windows machine (with 
cygwin- openssh installed), you can 
sftp username@ip_address or 

sftp username@ hostname (if hostname has a DNS entry) 
to you Windows box to establish a secure ftp session. 

In cygwin terminology, d: drive is /cygdrive/d, e: drive is /cygdrive/e, etc 
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Appendix C: Step's to configure St. 
Bernard's OPEN FILE MANAGER for 
RocketVault™ 



Remote System Backup allows you to use a standalone backup application (RocketVault app I iance) to backup computers on the network 
other than the one on which it is installed. 



Configure login agents as follows: 

• Create a specific computer account that your backup will use to access the remote target computer. D o not use any predefined 
account, or any account that is used for other purposes. It is recommended that you create an account called BACKUPwithal 
the necessary rights to access the files for backup. 

• Configure your backup agent to use the account created above. 

• Open Agent Properties. (Select the target computer in the Control Component Network Pane; select System | Properties; and 
select the Agents tab.) 

• 0 pen the Remote System Backup agent category and enable the Remote System Backup (Login) agent. 

• Enter the backup account name (e.g., BACKUP) in the N ame text box. 

On N etWare, use the typeless common name (BACKUP). It may be necessary to change this later, if the N etWare System 
Component does not have the necessary context on the target computer. In that case, you will find that Open File Manager does not 
provide open file services to the Login Agent. You can then repeat this step, entering the typeless distinguished name, without a 
leading dot (the bindery form of the N D S name). For example, Backup.ou.ou.o. 

On Windows, a security G roup can be used as well as a User identity. 

• Ensure that your backup (RocketVault™ ) is using this account to connect to the remote system for backup. If the program is 
interactive, this simply involves a user logging on and running the program. 

• If you are backing-up N etWare N SS volumes using a login agent, you will need to do so using M ounted Synchronized 
Volumes. 
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Glossary 



Term 



Definition 



Archive 
Asynchronous 

Authentication 



Backup 
Bit 

Broadband 
Browser 



Compression 
Desktop 

Domain N ame 



Email 
E ncryption 



To copy files to a long-term storage medium for backup. 

Communications in which data can be transmitted intermittently 
rather than in a steady stream. 

A uthentication assures the receiver of the integrity of the message and 
its source (where or whom it came from). The simplest form of 
authentication requires a username and password to gain access to a 
particular share/ location. Authentication protocols can also be based 
on secret-key encryption, such as SyncD R ™ remote location 
authentication. 

To copy file to a different medium (a disk or tape) as a precaution in 
case the first medium fails. 

A bit is the smallest unit of data in computing, with a value of either 0 or 1 . 

A type of data transmission in which a single medium (wire) can carry 
several channels at once, such as D SL or Cable M odem. 

Short for Web browser, a software application used to locate and 
display Web pages. T he two most popular browsers are N etscape 
N avigator and M icrosoft I nternet E xplorer. Both of these are 
graphical browsers, which mean that they can display graphics as well 
as text. 

Storing data in a format that requires less space than usual. 

A computer designed to fit comfortably on top of a desk, typically 
with the monitor sitting on top of the computer. 

A name that identifies one or more IP addresses. For example, the 
domain name INTRADYN .com represents about a multiple IP 
addresses. Domain names are used in URLs to identify particular Web 
pages or mail servers. 

Short for electronic mail, the transmission of messages over 
communications networks. 

The translation of data into a secret code. Encryption is the most 
effective way to achieve data security. To read an encrypted file, you 
must have access to a secret key or password that enables you to 
decrypt it. U nencrypted data is called plain text; encrypted data is 
referred to as cipher text. 



Hardware Time This is the hardware time of RocketVault. 
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Icon 



I nternet 



A small picture or image that represents an object, a folder, or a 
program. Clicking or double-clicking icons launches programs, opens 
windows, and executes commands. 

A global network connecting millions of computers. M ore than 100 
countries are linked into exchanges of data, news and opinions. 
U nlike online services, which are centrally controlled, the I nternet is 
decentralized by design. E ach I nternet computer, called a host, is 
independent. Its operators can choose which I nternet services to use 
and which local services to make available to the global Internet 
community. Remarkably, this anarchy by design works exceedingly 
well. 



I P Address 



LAN 



Laptop 
NetBIOS 



This address is a unique string of numbers that identifies a computer 
on the I nternet. These numbers are usually shown in groups separated 
by periods, like this: 123.123.23.2. 

A local area network is a short-distance network used to link a group 
of computers together within a building. lOBaseT Ethernet is the 
most commonly used form of LAN . A piece of hardware called a hub 
serves as the common wiring point, enabling data to be sent from one 
machine to another over the network. LAN s are typically limited to 
distances of less than 500 meters and provide low-cost, high- 
bandwidth networking capabilities within a small geographical area. 

A small, portable computer - small enough that it can sit on your lap. 
N owadays, laptop computers are more frequently called notebook 
computers. 

Short for Network Basic Input Output System. Almost all LANs for 
PCs are based are on NetBIOS. 



NTP 



Short for N etwork Time Protocol, an I nternet standard protocol that 
assures accurate synchronization to the millisecond of computer clock 
times in a network of computers 



Operating System The most important program that runs on a computer. Every general- 
purpose computer must have an operating system to run other 
programs. 0 perating systems perform basic tasks, such as recognizing 
input from the keyboard, sending output to the display screen, 
keeping track of files and directories on the disk, and controlling 
peripheral devices such as disk drives and printers. 



Reboot 



Replication 



To restart a computer 

A process of creating and managing duplicate versions of files or 
folders. 
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Server 



A computer or device on a network that manages network resources. 
For example, a file server is a computer and storage device dedicated 
to storing files. Any user on the network can store files on the server. 



Shutdown To turn-off a computer 

SMTP Short for Simple Mail Transfer Protocol, a protocol for sending e-mail 

messages between servers. 

Most e-mail systems that send mail over the Internet use SMTP to 
send messages from one server to another. 

In addition, SMTP is generally used to send messages from a mail 
client to a mail server 



System Time It is the time of RocketVault, which is used by the archiving 
application. 

Time Server N etworkTime Protocol (NTP) server to automatically synchronize 
time on RocketVault. 

URL Abbreviation of Uniform Resource Locator, the global address of 

documents and other resources on the World Wide Web. 
The first part of the address indicates what protocol to use, and the 
second part specifies the I P address or the domain name where the 
resource is located. 



Vault(ing) The process of sending data off-site, where it can be protected from 

hardware failures, theft, and other threats 
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END USER LICENSE AGREEMENT FOR INTRADYN SOFTWARE 



IMPORTANT— READ CAREFULLY: Be sure to carefully read and understand all of the rights and 
restrictions described in this INTRADYN™ End-User License Agreement ("EULA"). You will be asked to 
review and either accept or not accept the terms of the EULA. This software will not run on the 
RocketVault™ Archive Appliance unless or until you accept the terms of this EULA. 

Your click of the "accept" button is a symbol of your signature that you accept the terms of the EULA. 

For your reference, you may print the text of the EULA from this page now, or refer to the copy of this 
EULA that can be found in the Help file of this SOFTWARE. You may also receive a copy of this EULA 
by contacting the INTRADYN™ subsidiary serving your country, or write: INTRADYN /2930 Waters 
Road/Eagan, MN 55121. 

This EULA is a legal agreement between you (either an individual or a single entity) and INTRADYN 
Corporation for the INTRADYN™ software accompanying this EULA, which includes the accompanying 
computer software, and may include associated media, printed materials and any "online" or electronic 
documentation ("SOFTWARE"). By launching or using Rocket Control.exe SOFTWARE, you agree to be 
bound by the terms of this EULA. If you do not agree to the terms of this EULA, you may not launch or 
use the SOFTWARE. 

Software PRODUCT LICENSE 

The SOFTWARE is protected by copyright laws and international copyright treaties, as well as other 
intellectual property laws and treaties. The SOFTWARE is licensed, not sold. 

1. GRANT OF LICENSE. This EULA grants you the following rights: 

• Software. You may use one copy of the SOFTWARE on a single RocketVault Archive 
Appliance for use of an INTRADYN RocketVault Archive Appliance. 

• Storage/Network Use. You must acquire and dedicate a license for each separate RocketVault 
Archive Appliance on which the SOFTWARE is installed, and only an INTRADYN RocketVault 
Archive Appliance may store the SOFTWARE. A license for the SOFTWARE may not be shared 
or used concurrently on different computers. 

2. RESTRICTIONS. 

• You must maintain all copyright notices on all copies of the SOFTWARE. 

• Limitations of Reverse Engineering, Decompilation and Disassembly. You may not reverse 
engineer, decompile, or disassemble the SOFTWARE, except and only to the extent that such 
activity is expressly permitted by applicable law notwithstanding this limitation. 

• Rental. You may not rent or lease or lend the SOFTWARE. 

• Software Transfer. You may permanently transfer all of your rights under this EULA, 
provided you retain no copies, you transfer all of the SOFTWARE (including all component 
parts, the media and printed materials, any upgrades, this EULA and, if applicable, the 
Certificate of Authenticity) along with the applicable RocketVault™ Archive Appliance, and 
the recipient agrees to the terms of this EULA. If the SOFTWARE portion is an upgrade, any 
transfer must include all prior versions of the SOFTWARE. 

• Support Services. INTRADYN™ may provide you with support services related to the 
SOFTWARE ("Support Services") Use of Support Services is governed by the 
INTRADYN™ policies and programs described in the user manual, in "online" 
documentation, and/or other INTRADYN™-provided materials. Any supplemental software 
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code provided to you as a part of Support Services shall be considered part of the SOFWARE 
and subject to the terms of this EULA. With respect to technical information you provide to 
INTRADYN™ as part of the Support Services, INTRADYN™ may use such information for 
its business purposes, including for product support and development. INTRADYN™ will not 
utilize such technical information in a form that personally identifies you. 

3. TERMINATION. Without prejudice to any other rights, INTRADYN™ may terminate this 
EULA if you fail to comply with the terms and conditions of this EULA. In such event, you 
must destroy all copies of the SOFTWARE and all of its component parts. 

4. COPYRIGHT. All title and copyrights in and to the SOFTWARE (including but not limited 

to any images, photographs, animations, video, audio, music, text and "applets," incorporated into 
the SOFTWARE), the accompanying printed materials, and any copies of the SOFTWARE, are 
owned by INTRADYN™ or its suppliers. 

5. U.S. GOVERNMENT RESTRICTED RIGHTS. The SOFTWARE and documentation are 
provided with RESTRICTED RIGHTS. Use, duplication, or disclosure by the Government is 
subject to restrictions as set forth in subparagraph (c)(l)(ii) of the Rights in Technical Data and 
Computer Software clause at DFARS 252.227-7013 or subparagraphs (c)(1) and (2) of the 
Commercial Computer Software — Restricted Rights at 48 CFR 52.227-19, as applicable. 
Manufacturer is INTRADYN Corporation/2930 Waters Road/Eagan, MN 55121. 

6. DISCLAIMER OF WARRANTIES. INTRADYN AND ITS SUPPLIERS PROVIDE THE 
SOFTWARE "AS IS" AND WITH ALL FAULTS, AND HEREBY DISCLAIM ALL OTHER 
WARRANTIES AND CONDITIONS, EITHER EXPRESS, IMPLIED OR STATUTORY, 
INCLUDING BUT NOT LIMITED TO ANY (IF ANY) IMPLIED WARRANTIES OR 
CONDITIONS OF MERCHANTABILITY, OF FITNESS FOR A PARTICULAR PURPOSE, OF 
LACK OF VIRUSES, AND OF LACK OF NEGLIGENCE OR LACK OF WORKMANLIKE 
EFFORT. ALSO, THERE IS NO WARRANTY OR CONDITION OF TITLE, OF QUIET 
ENJOYMENT, OR OF NONINFRINGEMENT. THE ENTIRE RISK ARISING OUT OF THE 
USE OR PERFORMANCE OF THE SOFTWARE IS WITH YOU. 

7. EXCLUSION OF ALL DAMAGES. TO THE MAXIMUM EXTENT PERMITTED BY 
APPLICABLE LAW, IN NO EVENT SHALL INTRADYN OR ITS SUPPLIERS BE LIABLE 
FOR ANY CONSEQUENTIAL, INCIDENTAL, DIRECT, INDIRECT, SPECIAL, PUNITIVE, 
OR OTHER DAMAGES WHATSOEVER (INCLUDING, WITHOUT LIMITATION, 
DAMAGES FOR ANY INJURY TO PERSON OR PROPERTY, DAMAGES FOR LOSS OF 
PROFITS, BUSINESS INTERRUPTION, LOSS OF BUSINESS INFORMATION, FOR LOSS 
OF PRIVACY FOR FAILURE TO MEET ANY DUTY INCLUDING OF GOOD FAITH OR OF 
REASONABLE CARE, FOR NEGLIGENCE, AND FOR ANY PECUNIARY OR OTHER 
LOSS WHATSOEVER) ARISING OUT OF OR IN ANY WAY RELATED TO THE USE OF 
OR INABILITY TO USE THE SOFTWARE, EVEN IF INTRADYN OR ANY SUPPLIER HAS 
BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. THIS EXCLUSION OF 
DAMAGES SHALL BE EFFECTIVE EVEN IF ANY REMEDY FAILS OF ITS ESSENTIAL 
PURPOSE. 

8. LIMITATION AND RELEASE OF LIABILITY. The SOFTWARE was provided to you at no 
charge and INTRADYN™ has included in this EULA terms that disclaim all warranties and 
liability for the SOFTWARE. To the full extent allowed by law, YOU HEREBY RELEASE 
INTRADYN AND ITS SUPPLIERS FROM ANY AND ALL LIABILITY ARISING FROM OR 
RELATED TO ALL CLAIMS CONCERNING THE SOFTWARE OR ITS USE. If you do not 
wish to accept the SOFTWARE under the terms of this EULA, do not launch RocketControl.exe 
or use the SOFTWARE. No refund will be made because the SOFTWARE was provided to you at 
no charge. 
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9. GOVERNING LAW. If you acquired the SOFTWARE in the United States of America, the 
laws of the State of Minnesota, U.S. A will apply to this contract. If you acquired this 
SOFTWARE outside of the United States of America, then local law may apply. 

10. QUESTIONS. Should you have any questions, or if you desire to contact INTRADYN™ for 
any reason, please contact the INTRADYN™ subsidiary serving your country, or write: 
INTRADYN /2930 Waters Road/Eagan, MN 55121. 
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OTHER OPEN-SOURCE LICENSE SAND COPYRIGHTS 



Copyright © 1991-2001 University of Maryland at College Park, All Rights Reserved. 
Portions copyrighted by individual contri outers. 



Copyright© James Cameron 
All Rights Reserved 

M icrosoft and Windows are registered Trademark of Microsoft Corporation and its subsidiaries. 

The GNU General Public License (GPL) 



Version 2, June 1991 



Copyright (C) 1989, 1991 Free Software Foundation, Inc. 
59 Temple Place, Suite 330, Boston, MA 02111-1307 USA 



Everyone is permitted to copy and distribute verbatim copies 
of this license document, but changing it is not allowed. 



Preamble 



The licenses for most software are designed to take away your freedom to share and change it . By contrast , the GNU 
General Public License is intended to guarantee your freedom to share and change free software — to make sure the 
software is free for all its users . This General Public License applies to most of the Free Software Foundation ' s 
software and to any other program whose authors commit to using it. (Some other Free Software Foundation software is 
covered by the GNU Library General Public License instead. ) You can apply it to your programs, too. 



When we speak of free software, we are referring to freedom, not price. Our General Public Licenses are designed to 
make sure that you have the freedom to distribute copies of free software (and charge for this service if you wish), 
that you receive source code or can get it if you want it, that you can change the software or use pieces of it in new 
free programs; and that you know you can do these things. 



To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or to ask you to 
surrender the rights. These restrictions translate to certain responsibilities for you if you distribute copies of the 
software, or if you modify it. 



For example, if you distribute copies of such a program, whether gratis or for a fee, you must give the recipients all 
the rights that you have. You must make sure that they, too, receive or can get the source code. And you must show them 
these terms so they know their rights. 



We protect your rights with two steps: (1) copyright the software, and (2) offer you this license which gives you legal 
permission to copy, distribute and/or modify the software. 



Also, for each author ' s protection and ours, we want to make certain that everyone understands that there is no 
warranty for this free software . If the software is modified by someone else and passed on, we want its recipients to 
know that what they have is not the original, so that any problems introduced by others will not reflect on the 
original authors' reputations. 



Finally, any free program is threatened constantly by software patents. We wish to avoid the danger that redistributors 
of a free program will individually obtain patent licenses, in effect making the program proprietary. To prevent this, 
we have made it clear that any patent must be licensed for everyone's free use or not licensed at all. 



The precise terms and conditions for copying, distribution and modification follow. 



TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION 



0. This License applies to any program or other work which contains a notice placed by the copyright holder saying it 
may be distributed under the terms of this General Public License. The "Program" , below, refers to any such program or 
work, and a "work based on the Program" means either the Program or any derivative work under copyright law: that is to 
say, a work containing the Program or a portion of it, either verbatim or with modifications and/or translated into 
another language. (Hereinafter, translation is included without limitation in the term "modification".} Each licensee 
is addressed as "you". 



Activities other than copying, distribution and modification are not covered by this License; they are outside its 
scope. The act of running the Program is not restricted, and the output from the Program is covered only if its 
contents constitute a work based on the Program (independent of having been made by running the Program} . Whether that 
is true depends on what the Program does. 



1. You may copy and distribute verbatim copies of the Program's source code as you receive it, in any medium, provided 
that you conspicuously and appropriately publish on each copy an appropriate copyright notice and disclaimer of 
warranty; keep intact all the notices that refer to this License and to the absence of any warranty; and give any other 
recipients of the Program a copy of this License along with the Program. 
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You may charge a fee for the physical act of transferring a copy, and you may at your option offer warranty protection 
in exchange for a fee. 

2. You may modify your copy or copies of the Program or any portion of it, thus forming a work based on the Program, 
and copy and distribute such modifications or work under the terms of Section 1 above, provided that you also meet all 
of these conditions : 



a) You must cause the modified files to carry prominent notices stating that you changed the files and the date of any 
change . 

b) You must cause any work that you distribute or publish, that in whole or in part contains or is derived from the 
Program or any part thereof, to be licensed as a whole at no charge to all third parties under the terms of this 
License . 

c) If the modified program normally reads commands interactively when run, you must cause it, when started running for 
such interactive use in the most ordinary way, to print or display an announcement including an appropriate copyright 
notice and a notice that there is no warranty (or else, saying that you provide a warranty) and that users may 
redistribute the program under these conditions, and telling the user how to view a copy of this License. (Exception: 
if the Program itself is interactive but does not normally print such an announcement, your work based on the Program 
is not required to print an announcement . ) 

These requirements apply to the modified work as a whole. If identifiable sections of that work are not derived from 
the Program, and can be reasonably considered independent and separate works in themselves, then this License, and its 
terms, do not apply to those sections when you distribute them as separate works. But when you distribute the same 
sections as part of a whole which is a work based on the Program, the distribution of the whole must be on the terms of 
this License, whose permissions for other licensees extend to the entire whole, and thus to each and every part 
regardless of who wrote it. 



Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by you; 
rather, the intent is to exercise the right to control the distribution of derivative or collective works based on the 
Program. 



In addition, mere aggregation of another work not based on the Program with the Program (or with a work based on the 
Program) on a volume of a storage or distribution medium does not bring the other work under the scope of this License. 



3. You may copy and distribute the Program (or a work based on it, under Section 2) in object code or executable form 
under the terms of Sections 1 and 2 above provided that you also do one of the following : 



a) Accompany it with the complete corresponding machine-readable source code, which must be distributed under the terms 
of Sections 1 and 2 above on a medium customarily used for software interchange; or, 



b) Accompany it with a written offer, valid for at least three years, to give any third party, for a charge no more 
than your cost of physically performing source distribution, a complete machine-readable copy of the corresponding 
source code, to be distributed under the terms of Sections 1 and 2 above on a medium customarily used for software 
in t er change ; or, 



c) Accompany it with the information you received as to the offer to distribute corresponding source code. (This 
alternative is allowed only for noncommercial distribution and only if you received the program in object code or 
executable form with such an offer, in accord with Subsection b above.) 

The source code for a work means the preferred form of the work for making modifications to it. For an executable work, 
complete source code means all the source code for all modules it contains, plus any associated interface definition 
files, plus the scripts used to control compilation and installation of the executable . However, as a special 
exception, the source code distributed need not include anything that is normally distributed (in either source or 
binary form) with the major components (compiler, kernel, and so on) of the operating system on which the executable 
runs, unless that component itself accompanies the executable. 



If distribution of executable or object code is made by offering access to copy from a designated place, then offering 
equivalent access to copy the source code from the same place counts as distribution of the source code, even though 
third parties are not compelled to copy the source along with the object code. 

4. You may not copy, modify, sublicense, or distribute the Program except as expressly provided under this License. Any 
attempt otherwise to copy, modify, sublicense or distribute the Program is void, and will automatically terminate your 
rights under this License . However, parties who have received copies, or rights, from you under this License will not 
have their licenses terminated so long as such parties remain in full compliance . 



5 . You are not required to accept this License, since you have not signed it . However, nothing else grants you 
permission to modify or distribute the Program or its derivative works. These actions are prohibited by law if you do 
not accept this License. Therefore, by modifying or distributing the Program (or any work based on the Program) , you 
indicate your acceptance of this License to do so, and all its terms and conditions for copying, distributing or 
modifying the Program or works based on it. 



6. Each time you redistribute the Program (or any work based on the Program) , the recipient automatically receives a 
license from the original licensor to copy, distribute or modify the Program subject to these terms and conditions. You 
may not impose any further restrictions on the recipients ' exercise of the rights granted herein. You are not 
responsible for enforcing compliance by third parties to this License. 
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7. If, as a consequence of a court judgment or allegation of patent Infringement or for any other reason (not limited 
to patent issues) , conditions are imposed on you (whether by court order, agreement or otherwise) that contradict the 
conditions of this License, they do not excuse you from the conditions of this License. If you cannot distribute so as 
to satisfy simultaneously your obligations under this License and any other pertinent obligations , then as a 
consequence you may not distribute the Program at all. For example, if a patent license would not permit royalty— free 
redistribution of the Program by all those who receive copies directly or indirectly through you, then the only way you 
could satisfy both it and this License would be to refrain entirely from distribution of the Program. 



If any portion of this section is held invalid or unenforceable under any particular circumstance, the balance of the 
section is intended to apply and the section as a whole is intended to apply in other circumstances . 



It is not the purpose of this section to induce you to infringe any patents or other property right claims or to 
contest validity of any such claims; this section has the sole purpose of protecting the integrity of the free software 
distribution system, which is implemented by public license practices . Many people have made generous contributions to 
the wide range of software distributed through that system in reliance on consistent application of that system; it is 
up to the author/donor to decide if he or she is willing to distribute software through any other system and a licensee 
cannot impose that choice. 



This section is intended to make thoroughly clear what is believed to be a consequence of the rest of this License. 



8. If the distribution and/or use of the Program is restricted in certain countries either by patents or by copyrighted 
interfaces, the original copyright holder who places the Program under this License may add an explicit geographical 
distribution limitation excluding those countries, so that distribution is permitted only in or among countries not 
thus excluded. In such case, this License incorporates the limitation as if written in the body of this License. 

9. The Free Software Foundation may publish revised and/or new versions of the General Public License from time to 
time . Such new versions will be similar in spirit to the present version, but may differ in detail to address new 
problems or concerns. 

Each version is given a distinguishing version number. If the Program specifies a version number of this License which 
applies to it and "any later version" , you have the option of following the terms and conditions either of that version 
or of any later version published by the Free Software Foundation. If the Program does not specify a version number of 
this License, you may choose any version ever published by the Free Software Foundation . 

10. If you wish to incorporate parts of the Program into other free programs whose distribution conditions are 
different , write to the author to ask for permission . For software which is copyrighted by the Free Software 
Foundation, write to the Free Software Foundation; we sometimes make exceptions for this. Our decision will be guided 
by the two goals of preserving the free status of all derivatives of our free software and of promoting the sharing and 
reuse of software generally. 

NO WARRANTY 



11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY 
APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM 
"AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED 
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE 
OF THE PROGRAM IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR 
OR CORRECTION. 



12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY 
WHO MAY MODIFY AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, 
SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT 
LIMITED TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF 
THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS) , EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY 
OF SUCH DAMAGES. 



END OF TERMS AND CONDITIONS 
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